Chapter 1

Basics on error control

1.1 ABC on codes

1.1.1 Basic notations and terminology

The basic idea of coding is to introduce redundancy that can be utilized to
detect and, for some applications, correct errors that have occurred during
a transmission over a channel. Here ”transmission” is used in a wide sense,
including any process which may corrupt the data, e.g. transmission, stor-
age, etc. The symbols transmitted are from some finite alphabet F'. If the
alphabet has size ¢ we will sometimes denote it by F;;. We mainly consider
channels without memory, that is, a symbol a € F' is transformed to b € F
with some probability m(a,b), independent of other symbols transmitted
(earlier or later). Since the channel is described by the transition prob-
abilities and a change of alphabet is just a renaming of the symbols, the
actual alphabet is not important. However, many code constructions utilize
a structure of the alphabet. We will usually assume that the alphabet of
size q is the set Z; of integers modulo ¢. When ¢ is a prime power, we will
sometimes use the finite field GF'(q) as alphabet. The main reason is that
vector spaces over finite fields are important codes; they are called linear
codes.

As usual, F™ denotes the set of n-tuples (a1, a2, - ,a,) where a; € F.
The n-tuples will also be called vectors.

Suppose that we have a set M of M possible messages that may be sent.
An (n, M;q) code is a subset of F™ containing M vectors. An encoding is a
one-to-one function from M to the code. The vectors of the code are called
code words.
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2 Codes for Error Detection

1.1.2 Hamming weight and distance

The Hamming weight wy(x) of a vector x is the number of non-zero posi-
tions in x, that is
wp(x) =#{i|1<i<nandx; #0}.

The Hamming distance dy(x,y) between two vectors x,y € F' is the
number of positions where they differ, that is

du(x,y) =#{i|1<i<nand z; #y;}.
If a vector x was transmitted and e errors occurred during transmission,
then the received vector y differs from x in e positions, that is dy(x,y) = e.

Clearly,
du(x,y) = wu(x —y).
For an (n, M;q) code C, define the minimum distance by
d=d(C) =min{du(x,y) | x,y € C, x#y},
and let
d(n,M;q) = max{d(C) | C is an (n, M;q) code}.

Sometimes we include d = d(C) in the notation for a code and write
(n, M, d;q) and [n, k,d; g]. The rate of a code C' C F is

B log, #C
-—
Define R
5(n,R;q)=—d(n’ {qn lia)
and

0(R; q) = limsup é(n, R; q).

n—oo

1.1.3 Support of a set of vectors

For x = (z1,22,...,2n),y = (11, Y2, .. .,Yn) € F™, we define the support of
the pair (x,y) by
X(Xay) = {Z € {1,2,...,7’L} | T 7& yl}

Note that

#x(x,y) = du(x,y).
For a single vector x € F™, the support is defined by x(x) = x(x, 0).

For a set S C F", we define its support by
x$) = |J xtxv).
x,y€S

In particular, x(S) is the set of positions where not all vectors in S are

equal.
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1.1.4 Extending vectors

Let x = (z1,22,-,2n) € F", y = (y1,%2, " ,Ym) € F™ and u € F.
Then

ux = (U1, uTa, -+ , UTy),
(X|U) = (fEl,ng,' o 7x’n7u)a

(X|y) = (Il,xg,' Ty Y1,Y2, 0 7ym)

The last two operations are called concatenation. For a subset S of F'™,

uS = {ux|x € S},

(Slu) = {(xu) [ x € S}.

1.1.5 Ordering

Let some ordering < of F' be given. We extend this to a partial ordering of
F™ as follows:

($17x27"' 7xn) S (yhy?;"' 7y’n) 1f$7, Syz for 1 SZSTL

For Z, we use the natural ordering 0 <1 <2--- < ¢g—1.

1.1.6 Entropy

The base g (or g-ary) entropy function Hy(z) is defined by
z
Hy(z) = —zlogq(q_—l) — (1 —2)log, (1 — 2)

for 0 < z < 1. Hy(z) is an increasing function on { , } 4(0) =0, and
H, (q;ql) = 1. Define p(z) = pq(z) on [0,1] by py(z) € {0
Hy(po(2)) =1 — 2.

1.1.7 Systematic codes
An (n,¢*;q) code C is called systematic if it has the form
C={(xlfx)|xeF}

where f is a mapping from Fq”C to Fq"’k. Here (x|f(x)) denotes the con-
catenation of x and f(x).
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4 Codes for Error Detection

1.1.8 Egquivalent codes

Two (n, M;q) codes Cp,Cy are equivalent if Co can be obtained from Cj
by permuting the positions of all code words by the same permutation.
We note that equivalent codes have the same distance distribution, and in
particular the same minimum distance.

1.1.9 New codes from old

There are a number of ways to construct new codes from one or more old
ones. We will describe some of these briefly. In a later section we will
discuss how the error detecting capability of the new codes are related to
the error detecting capability of the old ones.

Ezxtending a code

Consider an (n, M;q) code C. Let b = (b1,ba, -+ ,b,) € F'. Let C be
the (n + 1, M;q) code

C™* = {(al,ag,--- ,an,—;aibi) ‘ (a1,a9, - ,ap) € C’}.

Note that this construction depends on the algebraic structure of the al-
phabet F, (addition and multiplication are used to define the last term).
For example, let n =2, b = (1,1), and a = (1, 1). If the alphabet is GF(4),
then a1by + agbo = 0, but if the alphabet is Z4, then a1b; 4+ asbs = 2 75 0.

Puncturing a code

Consider an (n, M;q) code. Puncturing is to remove the first position from
each code word (puncturing can also be done in any other position). This
produces a code CP of length n — 1. If two code words in C' are identical,
except in the first position, then the punctured code words are the same.
Hence the size of CP? may be less than M. On the other hand, any code
word ¢ € CP is obtained from a vector (a|c) where a € F,. Hence, the
size of CP is at least M/g. The minimum distance may decrease by one.
Clearly, the operation of puncturing may be repeated.
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Shortening a code
Consider an (n, M;q) code C with the first position in its support. Short-
ening (by the first position) we obtain the (n — 1, M’; q) code
Cs = {X c Fn! ‘ (0]x) € C’},

that is, we take the set of all code words of C' with 0 in the first position
and remove that position. More general, we can shorten by any position in
the support of the code.

We note that shortening will not decrease the minimum distance; how-

ever it may increase it. In the extreme case, when there are no code words
in C with 0 in the first position, C* is empty.

Zero-sum subcodes of a code

Consider an (n, M;q) code C. The zero-sum subcode C* is the code

c*® = {(al,az,--- ,an) € C ‘ iai 20}.
i=1

Also this construction depends on the algebraic structure of the alphabet.
In the binary case, >, a; = 0 if and only if wg(a) is even, and C* is
then called the even-weight subcode.

1.1.10 Clyclic codes
A code C C F™ is called cyclic if

(@n—1,Gn—2, -+ ,ap) € C implies that (ap_2,an_3, - ,a0,an_1) € C.

Our reason for the special way of indexing the elements is that we want to
associate a polynomial in the variable z with each n-tuple as follows:

a=(ap_1,0n-2,...,a0) < a(z) = Ape12" "+ a0z %+ ag.

This correspondence has the following property (it is an isomorphism): if
a,b € F™ and c € F, then

a+b < a(z)+b(z),
ca < ca(z).

In particular, any code may be represented as a set of polynomials. More-
over, the polynomial corresponding to (an—2,@n—3, " , a0, @p_1) is

n—2
Qp—1+ Z a;z"" = za(z) — an_1(z" — 1) = za(z) (mod 2™ — 1).
=0
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6 Codes for Error Detection

1.2 Linear codes

An [n, k; g] linear code is a k-dimensional subspace of GF(¢)™. This is in
particular an (n,¢";q) code. Vector spaces can be represented in various
ways and different representations are used in different situations.

1.2.1 Generator and check matrices for linear codes

Suppose that {g1,82, - ,8r} is a basis for C. Then C is the set of all
possible linear combinations of these vectors. Let G be the k& x n matrix
whose k rows are g1,g2, - ,8r. Then

C = {xG | x € GF(q)*}.

We call G a generator matriz for C. A natural encoding GF(q)* — GF(q)"
is given by

x — xG.

If T:GF(q)* — GF(q)" is a linear invertible transformation, then TG
is also a generator matrix. The effect is just a change of basis.
The inner product of two vectors x,y € GF(q)™ is defined by
n

X-y:th :Zgjly“
=1

where y' is the transposed of y. For a linear [n, k; |, the dual code is the
[n,n — k; q] code
Ct ={x € GF(¢)" | xc* =0 for all c € C}.
If H is a generator matrix for C+, then
C={xeGF(¢)" | xH" =0},

where H' is the transposed of H. H is known as a (parity) check matriz
for C. Note that GH" = 0 and that any (n — k) x n matrix H of rank n —k
such that GH® = 0 is a check matrix.

1.2.2 The simplex codes and the Hamming codes

Before we go on, we define two classes of codes, partly because they are
important in their own right, partly because they are used in other con-
structions.
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Let 'y, be a k x % matrix over GF(q) such that
(i)  all columns of Ty, are non-zero,
(ii) if x #y are columns, then x # jy for all j € GF(q).

k
The matrix 'y generates a [qull,k,qk_l;q} code S; whose non-zero

code words all have weight ¢*~1.

k k
dual code is an qu_ll, qu_ll -k, 3; q} code known as the Hamming code.

It is known as the Simplex code. The

1.2.3 Equivalent and systematic linear codes

Let C; be an [n, k; ¢] code and let
Co={xQU|x€Cy}

where @ is a non-singular diagonal n x n matrix and II is an n X n permu-
tation matrix. If G is a generator matrix for Cy, then GQII is a generator
matrix for Cs.

Let G be a k x n generator matrix for some linear code C. By suitable
row operations this can be brought into reduced echelon form. This matrix
will generate the same code. A suitable permutation of the columns will
give a matrix of the form (I;|P) which generates a systematic code. Here
I, is the identity matrix and P is some k X (n — k) matrix. Therefore, any
linear code is equivalent to a systematic linear code. Since

(It|P)(=P*|I,,—x)* = =P+ P =0,

H = (—P"1,_) is a check matrix for C.

1.2.4 New linear codes from old
Extending a linear code

If C is a linear code, then C* is also linear. Moreover, if H is a check
matrix for C, then a check matrix for C** (where C is extended by b) is

H ot
b1/
In particular, in the binary case, if by = by = --- = b, = 1, we have

extended the code with a parity check. The code (GF(2)")®* is known as
the single parity check code or just the parity check code.
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8 Codes for Error Detection

Shortening a linear code

Shortening a linear code gives a new linear code. If G = (I|P) generates a
systematic linear code and the code is shortened by the first position, then
a generator matrix for the shortened code is obtained by removing the first
row and the first column of G.

Puncturing a linear code

Consider puncturing an [n, k, d; ¢] code C. If the position punctured is not
in the support of C, then CP is an [n — 1,k,d;q] code. If the position
punctured is in the support of C, then CP is an [n — 1,k — 1,d’; q] code.
Ifd >1,thend =dord =d—1. If d =1, then d’ can be arbitrary
large. For example, if C' is the [n,2,1;2] code generated by (1,0,0,...,0)
and (1,1,1,...,1), and we puncture the first position, the resulting code is
a[n—1,1,n—1;2] code.

The *-operation for linear codes

Let C be an [n, k; q] code over GF(q). Let C* denote the {n—i— %,k;q}
code obtained from C' by extending each code word in C by a distinct
code word from the simplex code Si. We remark that the construction is
not unique since there are many ways to choose the code words from Sy.
However, for error detection they are equally good (we will return to this
later).

We also consider iterations of the *-operation. We define C™* by

O(rJrl)* _ (Cr*)* .

Product codes

Let Cy be an [nq, k1,d1; q] code and Co an [ng, ko, da; q] code. The product
code is the [nina, k1ka, d1ds; q] code C whose code words are usually written
as an ny X ng array; C is the set of all such arrays where all rows belong to
C4 and all columns to Cs.

Tensor product codes

Let Cy be an [nq, k1; q] code with parity check matrix

0
Hy = (hij )1<i<n—ki 1<i<n
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and Cy an [ng, k2; ] code with parity check matrix
Hy = (W< :
2 17 1<i<no—k2,1<j<nsz-

The tensor product code is the [n1nz, niks+mn2k1 —kikz; q] code with parity
matrix H = (h;;) which is the tensor product of H; and Ho, that is

_ pl1l 702
hil(n2—k2)+i2,j1n2+j2 - hil,jl hi2,j2'

Repeated codes

Let C be an (n, M;q) code and let r be a positive integer. The r times
repeated code, C" is the code

C" ={(ci|cz| - -|cr) | €1,¢2,...,¢p € C},

that is, the Cartesian product of r copies of C. This is an (rn, M"; q) code
with the same minimum distance as C.

Concatenated codes

Codes can be concatenated in various ways. One such construction that
has been proposed for a combined error correction and detection is the
following.

Let C; be an [N, K; ¢] code and C3 an [n, k; ¢] code, where N = mk for
some integer m. The encoding is done as follows: K information symbols
are encoded into N symbols using code C'y. These N = mk are split into
m blocks with k£ symbols in each block. Then each block is encoded into n
symbols using code Cy. The concatenated code is an [mn, K; q] code. If Gy
and G5 are generator matrices for C'; and C5 respectively, then a generator
matrix for the combined code is the following.

Gy 0 0

0 Gy - 0
Gy

0 0 - Gy

The construction above can be generalized in various ways. One gener-
alization that is used in several practical systems combines a convolutional
code for error correction and a block code (e.g. an CRC code) for error
detection.
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10 Codes for Error Detection

1.2.5 Cwyclic linear and shortened cyclic linear codes

Many important codes are cyclic linear codes or shortened cyclic linear
codes. One reason that cyclic codes are used is that they have more alge-
braic structure than linear codes in general, and this structure can be used
both in the analysis of the codes and in the design of efficient encoders
and decoders for error correction. For example, the roots of the polyno-
mial g(z), given by the theorem below, give information on the minimum
distance of the code. Hamming codes is one class of cyclic codes and short-
ened Hamming codes and their cosets are used in several standards for data
transmission where error detection is important. This is our main reason
for introducing them in this text.

Theorem 1.1. Let C be a cyclic [n, k;q] code. Then there exists a monic
polynomial g(z) of degree n — k such that

C ={v(2)g(2) | deg(v(z)) < k}.

Proof. Let g(z) be the monic polynomial in C' of smallest positive degree,
say degree m. Then z'g(z) € C for 0 < i < n—m. Let a(z) be any non-zero
polynomial in C, of degree s, say; m < s < n. Then there exist elements
Cs—m,Cs—m—1," " ,Co € GF(q) such that

M) =az) — Y arialz)
1=0

has degree less than m (this can easily be shown by induction on s). Since
C is a linear code, r(z) € C. Moreover, there exists a ¢ € GF(q) such that
cr(z) is monic, and the minimality of the degree of g(z) implies that r(z)
is identically zero. Hence a(z) = v(z)g(z) where v(z) = > i " ¢;z. In
particular, the set

{g(Z), zg(z), T 7Zn717mg(z)}
of n — m polynomials is a basis for C and so n — m = k, that is

k=n—m. 0

The polynomial g(z) is called the generator polynomial of C.

If g(1) # 0, then the code generated by (z—1)g(z) is an [n+1, k; g] code.
It is the code C°* obtained from C' extending using the vector 1 = (11---1),
that is

n
{(a17a27”'7an7_zai)‘(a17a27”'aan)ec}-
i=1
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Encoding using a cyclic code is usually done in one of two ways. Let
v = (Vp_1,Vk_2, -+ ,v0) € GF(q)* be the information to be encoded. The
first, and direct way of encoding, is to encode into v(z)g(z). On the other
hand, the code is systematic, but this encoding is not. The other way of
encoding is to encode v into the polynomial in C "closest” to 2" Fv(z).
More precisely, there is a unique a(z) of degree less than k such that

—r(z) = 2" *u(2) — a(2)g(2)
has degree less than n — k, and we encode into
a(2)g(z) = 2" Fu(z) 4+ r(2).
The corresponding code word has the form (v|r), where r € GF(q)"*.

Theorem 1.2. Let C be a cyclic [n,k;q] code with generator polynomial
g(z). Then g(z) divides z™ — 1, that is, there exists a monic polynomial
h(z) of degree k such that

g(z)h(z) = 2" — 1.

Moreover, the polynomial

is the generator polynomial of C*.

Proof. There exist unique polynomials h(z) and r(z) such that
2" —1=g(2)h(z) +r(z)

and deg(r(z)) < n — k. In particular r(z) = h(2)g(z) (mod z"™ —1) and so
r(z) € C. The minimality of the degree of ¢g(z) implies that r(z) = 0.
Let g(z) = Z?;ok g:2" and h(z) = Zf:o hizt. Then

—1if =0,
Zgl—ihi = 0if 0<l<n,
i 1if [ =n.

Further, h(z) = —go Zf:o hj—_;z'. Since —gohg = 1, h(2) is monic. Let
vV = (0,07 aovgnfka"' 7.90)7 u= (0,07 707h07"' 7h/€)7
and let v!, u! be the vectors [ times cyclicly shifted, that is

u' = (hg—iq1, hi—142, - b, 0,0, ho, by -+ hyy),
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12 Codes for Error Detection

and v! similarly. First, we see that

k

v-ul = ng+l—ihi =0
i=0

for —k <l < n — k. Hence,
vioul=v.u"m =0

for 0 < m < kand 0 <[ < n — k; that is, each basis vector for C is
orthogonal to each basis vector in the code C' generated by h(z), and so
C=ct O

The polynomial g(z) of degree m is called primitive if the least posi-
tive n such that g(z) divides z” — 1 is n = (¢" — 1)/(¢ — 1). The cyclic

g" =1 ¢"-1 .
q—1 ° ¢—1 _maQ:|

code C generated by a primitive g(z) of degree m is a
Hamming code.

The code obtained by shortening the cyclic [n, k; ¢] code C m times is
the [n —m, k —m;q] code

{v(2)g(2) | deg(v(2)) < &'} (1.1)

where k' = k — m. Note that (1.1) defines an [n — k + k', k’; ¢] code for
all ¥ > 0, not only for ¥* < k. These codes are also known as cyclic
redundancy-check (CRC) codes. The dual of an [n — k + k', k; q] code C
generated by g(z) = Z;:Ok g;z" where g,_ = 1 can be described as a
systematic code as follows: The information sequence (G,—g—1,--..,a0) is
encoded into the sequence (an—k—14+4,---,00) Where

n—k—1
a; = — E GiQj—n+k+i-
i=0

This follows from the fact that
i
—
(@n—k—l—&-k’aa/n—k—Q-‘rk’v R a’O) ' (0707 s 7Oagn—k7 -+ -5 90, 07 ceey O) =0
i
. o, . ﬂh

for 0 < ¢ < k' by definition and that (0,0,...,0,gp—k,---,90,0,...,0)
where 0 < ¢ < k/ is a basis for C.

A number of binary CRC codes have been selected as international
standards for error detection in various contexts. We will return to a more

detailed discussion of these and other binary CRC codes in Section 3.5.
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1.3 Distance distribution of codes

1.3.1 Definition of distance distribution
Let C be an (n, M;q) code. Let

A =A;(C) = %#{(x, y) | x,y € C and du(x,y) = i}.

The sequence Ag, A1, -+, A, is known as the distance distribution of C' and

n
= E AZ z"
=0

is the distance distribution function of C.

We will give a couple of alternative expressions for the distance dis-
tribution function that will be useful in the study of the probability of
undetected error for error detecting codes.

1.3.2 The MacWilliams transform
Let C be an (n, M; q) code. The MacWilliams transform of Ac(z) is defined
by

1 1-=2
AL 1 —1)2)"A — . 1.2
5:) = 370+ = 02" de (=52 ) (1.2
Clearly, A5(2) is a polynomial in z and we denote the coefficients of AS(z)

by A} = A} (C), that is,

n
_ 1
—E A; 2t
i=0

In particular, Ag = 1.

The reason we use the notation Aj(z) is that if C is a linear code,
then A%(z) = Ag1(2) as we will show below (Theorem 1.14). However,
A$(2) is sometimes useful even if C' is not linear. The least i > 0 such that
A+ (C) #£0 s known as the dual distance d*(C).

Substituting ( for z in the definition of A% (z) we get the follow-
ing inverse relation.

q— 1)z

Lemma 1.1.

M " 1—-2
Ac(z) = q—n(l +(g—1)2)" A (m) : (1.3)
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14 Codes for Error Detection

Differentiating the polynomial (1.3) s times and putting z = 1 we get
the following relations which are known as the Pless identities.

Theorem 1.3. Let C be an (n, M;q) code and s > 0. Then
() =g arve- () 2)
i=0 57
In particular, if s < d*, then
Saly) =5 (0)
=0 q §

From (1.2) we similarly get the following relation.

Theorem 1.4. Let C be an (n, M;q) code and s > 0. Then
AL(Y) = A i (MY,
; : (s) M Z a1 (s—j

In particular, if s < d, then

5 ()-=42()

Two important relations are the following.

Theorem 1.5. Let C be an (n, M;q) code over Z, and let ¢ = e*™V=1/4,
Then

A =15 3 el

uezy ceC
w g (u)=i

for 0 <i<n.

Note that (¢ = 1, but ¢/ # 1 for 0 < j < ¢q. Before we prove Theorem
1.5, we first give two lemmas.

Lemma 1.2. Let v € Z,. Then

Z Cuvwa(u) _ {1+ (q_ 1)1‘ va =0,

ez, 1—=z if v 0.
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Proof. We have

Zcuv wHu)_1+xZ<uv

u€Zy

If v =0, the sum is clearly 1 + z(¢ — 1). If v # 0, then

g—1 q—1 1 ¢va
DO = @) = T e =L
u=1 u=0

Lemma 1.3. Let v € Z,;. Then

> ¢rvarn ) = (1 — 2 (14 (g - D) er ),
uGZ;Z

Proof. From the previous lemma we get

Z Cu»vmwy (u)

uezy
— E Culvlme(ul) E <u2v2me(u2) . E Cunvnwa(u)
u1€Z4 U2€EZy Un€Z4

= (1= )L+ (g = Dy,

We can now prove Theorem 1.5.

Proof. Since dy(c,c’) = wy(c —c’), Lemma 1.3 gives

n

ZAfxiZMz_; i(1—2)'(1+ (¢ — D)™~

=0
=37 2 2 (=) e (14 (g = Dyay o)
ceCc'eC
1

DT X e

ceCc'eC uezy
1

— W Z me(u) Z Cu-c Z C—u-c’.

uezy ceC c’'eC

B

Observing that

)BNSb SES ) Sanl

ceC c’'eC ceC

the theorem follows.
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16 Codes for Error Detection

When the alphabet is GF(q), there is a similar expression for A3 (C).
Let ¢ = p", where p is a prime. The trace function from GF(q) to GF(p)
is defined by

r—1
a) = Z a?".
i=0
One can show that Tr(a) € GF(p) for all a € GF(q), and that Tr(a+b) =
Tr(a) + Tr(b).

Theorem 1.6. Let ¢ = p” where p is a prime. Let C be an (n, M;q) code
over GF(q) and let ¢ = e2™V=1/P. Then

AL Z ‘ZCTTUC)

ueGF(@)" ceC
wpr (u)=1i

for0<i<n.
The proof is similar to the proof of Theorem 1.5.

Corollary 1.1. Let C be an (n, M;q) code (over Z, or over GF(q)). Then
Af‘(C) >0 for0<i<n.

1.3.3 Binomial moment

We have

Xn:ijj = Xn:ijj(x +1-— I)n_J
j=1

j=1

S ()
_Zx 1-3;"12,4 (Z_j) (1.4)

The binomial moment is defined by
_S a0y
B ZAJ(C) (n - z)
j=1

for1 <i<n.
The relation (1.4) then can be expressed as follows:
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Theorem 1.7. Let C be an (n, M;q) code. Then
Ac(z) =1+ A(C)a'(1—z)" "
i=1

We note that the A; can be expressed in terms of the A?.

Theorem 1.8.

for1<i<n.

Proof.
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18 Codes for Error Detection

We can also express A in terms of the AjL. We have
M - 1 7 n—j
Ac(z) —1 = q—nZAj (I1—2)(1+(g—Da)" 7 -1
§=0

M & . ;
= q—nZAjL(l—a:)J(qa:—i-l—x)"_J —(z+1—-2)"
=0

= %ni 1—$J§<n;j>qixi(l—x)"ji
£

D I GUERY

J

Hence we get the following result.

Theorem 1.9. Let C be an (n, M;q) code. Then, for 1 <i<n,

§=0
- (’;) (Mg = 1)+ Mg > (n;j>Aj.
J=d+

From the definition and Theorem 1.9 we get the following corollary.

Corollary 1.2. Let C be an (n, M;q) code with minimum distance d and
dual distance d*+. Then

A(C) =0 for1<i<d-1,
AS(C) > maX{O, (T;) (Mg — 1)} ford<i<mn—d*,
and
AS(C) = (ZL) (Mq™™ —1) forn—d+- <i<n.
There is an alternative expression for A¢(C) which is more complicated,

but quite useful.
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For each set E C {1,2,...,n}, define an equivalence relation ~g on C
by x ~g y if and only if x(x,y) C F (that is, x; = y; for all i € F). Let
the set of equivalence classes be denoted Xpg. If two vectors differ in at
least one position outside E, then they are not equivalent. Therefore, the

number of equivalence classes, that is, the size of Xg, is ¢" #%.

Theorem 1.10. Let C be an (n,M;q) code. Then, for 1 <i<mn,
1
Aj(C) = 47 > > HU#U - 1),

Ec{1,2,..n} UeXp
#E=j

Proof. We count the number of elements in the set
V={(Exy) | ECc{l,2,....n},#E=j,x,y € C.x#£y,Xx~gy}

in two ways. On one hand, for given E and an equivalence class U € X,
the pair (x,y) can be chosen in #U(#U — 1) different ways. Hence, the
the number of elements of V' is given by

#V= > N #URHU-1). (1.5)

Beil2 n) UEXp

On the other hand, for a given pair (x,y) of code words at distance i < j,
E must contain the ¢ elements in the support x(x,y) and j —i of the n —1
elements outside the support. Hence, E can be chosen in (';:;) ways. Since
a pair (x,y) of code words at distance i can be chosen in MA;(C) ways,
we get

J .
#V =" MA(C) (”,_ ?) — MA3(C). (1.6)
i=1
Theorem 1.10 follows by combining (1.5) and (1.6). O

From Theorem 1.10 we can derive a lower bound on A$(C) which is
sharper than (or sometimes equal to) the bound in Corollary 1.2.
First we need a simple lemma.

Lemma 1.4. Let my,mo,...,my be non-negative integers with sum M.
Then
>tz (g )N g e oo
S (e o
with equality if and only if
M M
|7l =mi<|F]

for all i.
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2 .

L . N
Proof. Let x1,x2,...,2n be non-negative integers for which > ", «7 is

minimal. Without loss of generality, we may assume that 1 < z; < zn
for all 7. Suppose zny > x1 +2. Let y7 =21+ 1, yvy = a2y — 1, y; = z;
otherwise. Then, by the minimality of 3" 22,

N N
OSny—fo: (x1 + 1) =22 4 (an — 1)? — 2% =2(xy — 2y + 1),
i=1 i=1

contradicting the assumption xn > x1 + 2. Therefore, we must have
Ny =x1+1orazy =a1.

Let o = |[M/N] and M = Na+ § where 0 < 8 < N. Then  of the z;
must have value a + 1 and the remaining N — 3 have value a and so

N

>z =pla+1)? + (N - pa’ = (2a+1)8 + Na®.

i=1
This proves (1.7). We have

M , M :
[W—‘ =« if =0, and [ﬁ—‘ =a+1if 5>0.
Hence (1.8) follows by rewriting (1.7). O

Using Lemma 1.4, with the lower bound in the version (1.8), we see that
the inner sum ;¢ -, #U(#U — 1) in Theorem 1.7 is lower bounded by

> #@U -1 2 ([25] - 1) (- [ 25]),

UeXg

independent of E. For E there are (?) possible choices. Hence, we get the
following bound.

Theorem 1.11. Let C be an (n, M;q) code. Then, for 1 <j <mn,
0= (1) ([25]-1) - L[ A2]).

1.3.4 Distance distribution of complementary codes

There is a close connection between the distance distributions of a code
and its (set) complement. More general, there is a connection between
the distance distributions of two disjoint codes whose union is a distance
invariant code.
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An (n, M;q) code is called distance invariant if

D e = Ao(2)

yeC

for all x € C. In particular, any linear code is distance invariant. However,
a code may be distance invariant without being linear.

Example 1.1. A simple example of a non-linear distance invariant code is
the code

{(1000), (0100), (0010), (0001)}.

Theorem 1.12. Let the (n, M1;q) code C1 and the (n, Ma;q) code Cy be
disjoint codes such that C1 U Cy is distance invariant. Then,

Mi{Acyuca(2) = Acy (2) ) = Mo{ Ac,uc,(2) = Acy(2) }-

Proof. Since C7 U (Y5 is distance invariant, we have

MAcue,(2)= Y Y, =m0

xeC1 yeCi1UCy

Z Z Zdn(xy) | Z Z Ldu(x.y)

xeCyyeCy xeCh yECQ
STERD 9B IR
xeC1 yeCs
and so
Ml{A01UC2( ) Acl } Z Z ZdH(x y)
xeC1yeCs
Similarly,
MQ{A01UC2( )= Ao, (= } Z Z LA (ey),
xeCy yeCsy
and the theorem follows. O

If Cy = C}, then the conditions of Theorem 1.12 are satisfied. Since
C1 UCy = F}! we have My = ¢" — My and Ac,uc,(2) = (1 + (¢ —1)2)".
Hence we get the following corollary.

Corollary 1.3. Let C be an (n,M;q) code. Then
M n—2M
Aoy T2

@
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From Corollary 1.3 we immediately get the following corollary.

Corollary 1.4. Let C be an (n, M;q) code. Then, for 0 <i <n, we have

A+ T2 (M) -

A;(C) =
Using Corollary 1.4 we get the following.

Corollary 1.5. Let C be an (n,M;q) code. Then, for 1 <i <mn, we have

M q" —2M

#0) = e+ L2 (V) -,

Proof. We have

5@ =40 (")

i=1
M < n—j> q" —2M (n—])(n) .
= A;(C )+ () (g -1y
Q"—M; i )(n—z L]"—M; n—1i)\J (=1
M q" — 2M <~ () (i .
Y (@) o 2 \i)\ (¢—1)
M o q" —2M (n i
- M 1(C)+q"—M<i>( 2 O

1.4 Weight distribution of linear codes

1.4.1 Weight distribution

Let
AY = A¥V(C) = #{x € C | wu(x) =1i}.
The sequence Ay, AY,---, AY is known as the weight distribution of C' and
Af(z) =D AYZ
=0

is the weight distribution function of C.
We note that dg(x,y) = wg(x—y). If C is linear, then x—y € C when
x,y € C. Hence we get the following useful result.

Theorem 1.13. For a linear code C we have A;(C) = A¥(C) for all i and
Ac(z) = AG(2).
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If C and C’ are equivalent codes, then clearly A4;(C) = A;(C’). In
particular, for the study of the weight distribution of linear codes we may
therefore without loss of generality assume that the code is systematic if
we so wish.

1.4.2 Weight distribution of x-extended codes

The *-operation for linear codes was defined on page 8. The code Sy is a

constant weight code, that is, all non-zero code words have the same weight,

namely ¢F=1.

Therefore, Ac+(z) only depends on Ac(z). In fact
Ac-(z) =1 =29""(Ac(2) — 1)
since each non-zero vector is extended by a part of weight ¢*~!.

1.4.3 MacWilliams’s theorem
The following theorem is known as Mac Williams’s theorem.

Theorem 1.14. Let C be a linear [n, k; q] code. Then
AL (C) = Ay(CH).
Equivalently,
1
Aci(z) = —
C ( ) L]k

(14 (q—1)2)"Ac (ﬁ) .

Proof. We prove this for ¢ a prime, using Theorem 1.5. The proof for
general prime power ¢ is similar, using Theorem 1.6. First we show that
MifueCt
u-c __ I
2. ¢ _{0 ifug Ct. (1.9)
ceC
Ifue C+, thenu-c=0and ("¢ =1 for all c € C, and the result follows.

If u ¢ C+, then there exists a code word ¢’ € C such that u-c’ # 0 and
hence C“'c/ # 1. Because of the linearity, ¢ + ¢’ runs through C' when ¢

does. Hence
Z Cu.c _ Z Cu-(c+c’) — <u~c’ Z <u~c.

ceC ceC ceC
Hence » . ("¢ = 0. This proves (1.9). By Theorem 1.5,

AZ#(C):% > \Zc“'cgzﬁ > M= 4(CH).

wez? ceC wect
w gy (u)=1 wpr (u)=1i D
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24 Codes for Error Detection

Corollary 1.6. Let C be a linear [n,k;q| code. Then
d*+(C) = d(C™H).

1.4.4 A generalized weight distribution

Many generalizations of the weight distribution have been studied. One
that is particularly important for error detection is the following.

Let C be an [n, k] code and m a divisor of n. Let A, 4,.... i,, (C) be the
number of vectors (xi|xz|- - - [Xm,) € C such that each part x; € GF(q)"/™
and wi(x;) =4, for j =1,2,---,m. Further, let

i1 0 i
Ao(z, 20, zm) = D Aiine i (C)211 258 - 2.
102, i

For m = 1 we get the usual weight distribution function. Theorem 1.14
generalizes as follows.

Theorem 1.15. Let C be a linear [n, k; q] code. Then
Ac(z1, 22, 2m) :qkin H(1+(q_1)zj) ACJ-(Ziﬂzév"'Z;n)
j=1

where
, 1-— Zj

Z; = ——
J 1—|—(q—1)zj

1.4.5 Linear codes over larger fields

There is an alternative expression for the weight distribution function that
is useful for some applications. Let G be a k X n generator matrix over
GF(q). Let mg : GF(¢)* — N =1{0,1,2,...}, the column count function,
be defined such that G' contains exactly m(x) = mg(x) columns equal to
x for all x € GF(q)*. We use the following further notations:

laly = TTi=o (0" = 0,
s(U,m) =Y cpym(x) for all U € GF(q)*,
S is the set of I dimensional subspaces of GF(q)¥,

or(m, 2) = Y yes,, 25W0m) where U = GF(q)F \ U,
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U= {y e GF(¢")* |y -x =0 for x € GF(q)* if and only if x € U},
C, = {yG |y € GF(¢q")*}, the code generated by G over GF(q"),

C=0C.

Theorem 1.16. For r > 1 we have

k
E —1o(m, 2).
=0

Proof. First we note that if y € U, then

wu(yG) = Z m(x)wa(y - x) = Z m(x) = s(U,m).

x€GF(q)* xe€U
Hence
Z > ZZ“’”G)—Z > 20y
=0 UeSy; yEU =0 UeSy; yGU
Since
Z 1= [r]k—1,
yEU
the theorem follows. O

For r = 1, we get the following alternative expression for the weight
distribution of C.

Corollary 1.7. We have
Ac(z) =1+ Z 2*Um),

UESk, k-1
1.4.6 Weight distribution of cosets

Theorem 1.17. Let C be an [n, k;q] code and S a proper coset of C. Let
D be the [n,k + 1;q] code containing C and S. Then

45() = —={Ap() - Ac ()}

g—1
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Proof. For each non-zero a € GF(q), aS = {ax | x € S} is also a proper
coset of C'and Ayg(z) = A§(2). Further D = CUJ,, S (disjoint union)
and so

Ap(z) = Ac(2) + (¢ — 1)A%(2), (1.10)
and the theorem follows. O

Using the MacWilliams identity we get the following alternative expres-
sion.

Corollary 1.8. Let C be an [n,k;q| code and S a proper coset of C. Let
D be the [n,k + 1;q] code containing C and S. Then

Theorem 1.18. Let C be an [n, k;q] code and S a proper coset of C. Then
A%(z) > 2" FAc(2) (1.11)
for all z € 0,1].
Proof. We may assume without loss of generality that the code C' is
systematic. There exists a v € S such that S = v + C and such that
v = (0|b) where b € GF(q)" .
Let (x|x) € C where x € GF(q)* and x’ € GF(¢)"*. Then
wi((x]x’) + (0|b)) = w(x) + wn(x' +b)

<wyg(x)+n—k

< wi((x[x)) +n — k
and so

Lwn((xx)+(0)) > n—k wr((x|x)),

Summing over all (x|x’) € C, the theorem follows. d

Corollary 1.9. Let C be an [n,k;q] code and D an [n,k + 1;4q] code con-
taining C. Then

Ap(z) > {1 +(q— l)z"’k}Ac(z).

Proof. Let S C D be a proper coset of C. By (1.10) and Theorem 1.18

we have

Ap(2) = Ac(2) + (¢ = DAY (2) 2 Ac(2) + (¢ = 1)2"FAc(z).
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Theorem 1.19. Let C be an [n, k; q] code and S a proper coset of C. Then
1— yk+1
AV () < ——
sBI <1y (g — yk+t

for all z € [0,1], where y = (1 — 2)/(1 + (¢ — 1)z).

Ac(z)

Theorem 1.20. Let C be an [n, k; q] code and D an [n, k+1;q] code which

contains C'. Then

1+ (¢ —Dy**!
q

for all z € [0,1], where y = (1 — 2)/(1 + (¢ — 1)z).

AC(Z) > AD(Z)

Proof. By Corollary 1.9 we get
Ao(z) = ¢ (14 (g = 1)2) Acs (y)
> ¢ (14 (= 1)2) (14 (= D) Ape (9)
=g (1+ (g 1)y™") Ap(2)
=g (1+ (g = 1)) (Ac(z) + (- DAY (2))
and the theorems follow. O
Corollary 1.10. If C is an [n, k;q] code and k < n, then

Ac(z) > w

n

[T G+@-1y),

Jj=k+1
for all z € [0,1], where y = (1 — 2)/(1 + (¢ — 1)z).

Proof. The corollary follows from Theorem 1.20 by induction on k. O

1.4.7 Counting vectors in a sphere

The sphere S¢(x) of radius ¢ around a vector x € GF(q)" is the set of
vectors within Hamming distance t of x, that is

Si(x) ={y € GF(q)" | du(x,y) < t}.

Let N¢(i,7) be the number of vectors of weight j in a sphere of radius ¢
around a vector of weight .
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Theorem 1.21. We have
t min(l_%J,n—e) . )
J (L . 8 ;
Ni(ij) = Y > i@ —1)%g—2)
e=li—j| d=max(i,j)—e 6 '}/56

where =e—i+d,vy=e—j+6, e=i+j—e—26.
Proof. Let wy(x) =1 and let y € S;(x) such that wy(y) = j. Let

a=#{l|x =y =0},

B =#{l|x =0,y #0},

vy=#{l]x # 0,y =0}, (1.12)
0 =#{l| x =y #0},

e=#{l |z #0,y1 #0,21 #y }.

Then
i=wp(x) =7+ +e
J=wu(y) =p+06+e,
e=du(x,y)=8+7+¢ (1.13)
n=a+0+v+J+e.
Hence
B=e—i+9,
y=e—j+9, (1.14)
e=itj—e—20.
Further,
li—jl <e<t,
d=i—e+pB>i—ce,
d=j—e+y>j—e, (1.15)

d=n—e—a<n-—e,
20=i+j—e—e<i+j—e.
On the other hand, if e and § are integers such that (1.15) is satisfied, then

there are
n—1 i .
( 3 >W(q—1)ﬁ(q—2)

ways to choose y such that (1.12)—(1.14) are satisfied. O

For ¢ = 2, the terms in the sum for N;(7, ) are 0 unless e = 0. We get
the following simpler expression in this case:

R

NG )= Y <vi;iz)(;) (1.16)

y=max(0,i—j)

CODES FOR ERROR DETECTION
© World Scientific Publishing Co. Pte. Ltd.
http://www.worldscibooks.com/mathematics/6400.html



Basics on error control 29

1.4.8 Bounds on the number of code words of a given weight

Some useful upper bounds on A; for a linear code are given by the next
theorem.

Theorem 1.22. Let C be a linear [n,k,d = 2t + 1;¢q| code. If Ni(i,j) > 0,

then
A; < Nt((Jz)j) (q—1).
In particular, for d <i < {%J we have
(1) iee - _ (1) it
Ai S (n,ti+t) (q - 1) < ("%]+t) (q - ]') ’
and, for [%1 <i<n-—t,
(1) i () i
A; < (Ptrt) (¢—1)'< W(q —1)

Proof. Counting all vectors of weight j and Hamming distance at most
t from a code word of weight i we get

i) < (1) a=1y.
In particular, N¢(i,7 — t) = (z) > 0 for all 4 > d, and so
(%) » () '

g —1)T = (g - 1)
0 79
Similarly, Ny(i,i+t) = (";")(g—1)* > 0for d <i <n —t and so

") g -1t |

a0 )y

( t )(q_ 0% ( t )

Theorem 1.23. For an [n,k;q] code C we have A, < (g — 1)*.

A; <

~+

Proof. Since equivalent codes have the same weight distribution, we may
assume without loss of generality that the code is systematic, that is, it is
generated by a matrix

g1
G = (Ii|P) =

8k
where Ij is the k x k identity matrix, P is a k X (n — k) matrix, and
g1,...,8k are the rows of G. If ¢ = Zle a;g; has weight n, then in
particular a; = ¢; # 0 for 1 <4 < k. Hence there are at most (g — 1)* such
c. g
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There are many codes for which we have A,, = (¢ — 1)¥. For example,
this is the case for any code that has a generator matrix where all the
columns have weight one.

1.5 The weight hierarchy

For a linear [n, k; ¢] code C' and any r, where 1 < r < k, the r-th minimum
support weight is defined by

d, =d,(C) = min{#x(D) } D is an [n,r;q] subcode of C’}.

In particular, the minimum distance of C' is di. The weight hierarchy of
C' is the set {dy,ds, - ,dr}. The weight hierarchy satisfies the following
inequality:

-1
dy > dy <1+ a ) : (1.17)
q —q
In particular, we have
dr>d.—1+ 1. (1.18)

An upper bound that follows from (1.18) is the generalized Singleton bound
dr <n—k-+r. (1.19)

1.6 Principles of error detection

1.6.1 Pure detection

Consider what happens when a code word x from an (n,M) code C is
transmitted over a channel K and errors occur during transmission. If the
received vector y is not a code word we immediately realize that something
has gone wrong during transmission, we detect that errors have occurred.
However, it may happen that the combination of errors is such that the
received vector y is also a code word. In this case we have no way to tell
that the received code word is not the sent code word. Therefore, we have
an undetectable error. We let Pye = Pyo(C, K) denote the probability that
this happens. It is called the probability of undetected error. If P(x) is the
probability that x was sent and P(y|x) is the probability that y is received,
given that x was sent, then
Pu(C,K)=> P(x) Y  P(ylx).

xeC yeC\{x}
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In most cases we will assume that each code word is equally likely to be

sent, that is, P(x) = Under this assumption we get

=2 Y PO

xeCyeC\{x}
The quantity P,e(C, K) is a main parameter for describing how well C
performs on the channel K, and it is the main subject of study in this
book. In Chapter 2, we study Pu.(C, K) for the ¢g-ary symmetric channel,
in Chapter 3 we describe results that are particular for the binary symmetric
channel, in Chapter 4 we study other channels.

1
M-
Pue(C,

Remark 1.1. It is easy to show that for any channel K with additive noise
and any coset S of a linear code C' we have Py(C, K) = Py (S, K).

1.6.2 Combined correction and detection

In some applications we prefer to use some of the power of a code to correct
errors and the remaining power to detect errors. Suppose that C is an
(n, M; q) code capable of correcting all error patterns with ¢o or less errors
that can occur on the channel and suppose that we use the code to correct
all error patterns with ¢ errors or less, where ¢ < to. Let M;(x) be the set
of all vectors y such that dy(x,y) < t and such that y can be received
when x is sent over the channel. For two distinct x;,xs € C, the sets
Mi(x1), Mi(x2) are disjoint. If y € My(x) is received, we decode into x. If
y & M(x) for all x € C, then we detect an error.

Suppose that x is sent and y is received. There are then three possibil-
ities:

(1) y € M(x). We then decode, correctly, into x.

(2) y & M (x) for all X’ € C. We then detect an error.

(3) y € M (x) for some x’' € C'\ {x}. We then decode erroneously into x’,
and we have an undetectable error.

Let Pé? = Pé? (C, K) denote the probability that we have an undetectable
error. As above we get

POCK)=> Px) Y > Plykx).
xeC x’GC\{x} yEM(x')
Assuming that P(x) = +; for all x' € C, we get

PO(C,K) = Z > Y Pk

xeC x'€C\{x} yeM:(x’)
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Comments and references

Most of this material can be found in most text books on error-
correcting codes, see the general bibliography. However, many of the
books restrict themselves to binary codes.

Again, this is mainly standard material.

Some of this material is standard. Most textbooks restrict their pre-
sentation to linear codes and, therefore, to the weight distribution.
Theorem 1.3 is due to Pless (1963).

Theorems 1.5 and 1.6 are due to Delsarte (1972).

Binomial moments seems to have been used for the first time by
MacWilliams (1963). Possibly the first application to error detection
is by Klgve (1984d). A survey on binomial moments was given by
Dodunekova (2003b).

Theorem 1.9 and Corollary 1.2 were given in Klgve and Korzhik (1995,
pp. 51-52) in the binary case. For general ¢, they were given by
Dodunekova (2003b).

Theorems 1.10 and 1.11 is due to AbdelGhaffar (1997).

Theorem 1.12 is essentially due to AbdelGhaffar (2004). Corollary 1.3
(for ¢ = 2) was first given by Fu, Klgve, and Wei (2003), with a different
proof.

Theorem 1.14 is due to MacWilliams (1963). Theorem 1.15 (for ¢ = 2)
was given by Kasami, Fujiwara, and Lin (1986).

Theorem 1.16 is from Klgve (1992).

Theorem 1.17 and Corollary 1.8 are due to Assmus and Mattson (1978).
Theorem 1.18 is essentially due to Ancheta (1981).

Theorem 1.19 with ¢ = 2 is due to Sullivan (1967). An alternative proof
and generalization to general g was given by Redinbo (1973). Further
results are given in Klgve (1993), Klgve (1994b), Klgve (1996¢).

We remark that the weight distribution of cosets can be useful in the
wire-tap channel area, see Wyner (1975) and Korzhik and Yakovlev
(1992).

Theorem 1.21 is essentially due to MacWilliams (1963). In the present
form it was given in Klgve (1984a).

Theorem 1.22 was given in Klgve and Korzhik (1995, Section 2.2).
Special cases were given implicitly in Korzhik and Fink (1975) and
Kasami, Klgve, and Lin (1983).

Theorem 1.23 is due to Klgve (1996a).

The weight hierarchy (under a different name) was first studied by
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Helleseth, Klgve, and Mykkeltveit (1977). The r-th minimum sup-
port weight is also known as r-th generalized Hamming weight, see Wei
(1991). The inequality (1.17) was shown by Helleseth, Klgve, and Ytre-
hus (1992) (for ¢ = 2) and Helleseth, Klgve, and Ytrehus (1993) (for
general q).

1.6. A more detailed discussion of combined error detection and correction
is found for example in Klgve (1984a).
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