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This chapter describes some of the basic properties of geometric Goppa
codes, including relations to other families of codes, bounds for the pa-
rameters, and sufficient conditions for efficient error correction. Special
attention is given to recent results on two-point codes from Hermitian
curves and to applications for secret sharing.
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Introduction

Geometric Goppa codes became famous when Tsfasman, Vladuts and
Zink showed that infinite families of such codes can be constructed that
exceed the Gilbert-Varshamov bound. An important step towards actual
application of the codes came when Justesen, Larsen, Jensen, Havemose
and Hgholdt gave an efficient decoding algorithm for a special class of
curves. Many curves have since then been proposed and studied for the
construction of geometric Goppa codes. Decoding algorithms can now cor-
rect any geometric Goppa code up to half its designed minimum distance
and improvements in their implementation continue to be made. Several
new applications have been proposed that use special features of geometric
Goppa codes. This chapter presents basic properties of geometric Goppa
codes. The material is divided over four sections, with results on linear
codes, cyclic codes, Reed-Muller codes, and geometric Goppa codes.

1.1. Linear codes and the affine line

Let F be a finite field. A F-linear code C of length n is a linear subspace
of F™. For z,y € F"™, the Hamming distance of x and y is

dwy) = i+ 2 # i = 1,2,...,m}].
The minimum distance of a nontrivial code C' is
d(C) =min{d(z,y) : z,y € C,x # y}.

The dimension k of a code and the minimum distance d satisfy the Singleton
bound,

k+d<n+1.

Codes that attain the upper bound are called mazimum distance separable
(MDS). An example is the code

C(<kF) ={ (f(ar), flaz),- .., flag)) : [ €Flz]<r },

for a fixed ordering (a1, ag, . .., aq) of the elements in F. The code C(< k,TF)
is a special case of an extended cyclic code, a Reed-Muller code, and a geo-
metric Goppa code. Those three families of codes are the subject of the
next three sections. In this section we describe a number of properties that
are important for all three families but that actually hold for much larger



Algebraic Geometry Codes: General Theory 3

classes of codes if not for all linear codes.

The dual code C+ of a code C is the maximal subspace of F" that is
orthogonal to C' with respect to the standard inner product. A code is
nondegenerate if neither the code nor its dual has a coordinate where all
words are zero. The dual of the code C(< k,F) is the code C(< q — k,F),
since Zze]in =0, fori=0,1,...,q— 2.

The Singleton defect or the genus of a code is g(C) =n+1—k — d.
The dual of a MDS code is again MDS, but in general a code and its dual
may have different genera. Every subset of k coordinates in an MDS code
carries full information about the codeword. For a general code the M DS
discrepancy or the information defect is the minimal m such that every
subset of k£ coordinates contains at least & — m information symbols. The
parameter m is the same for a code and its dual and is at most the genus
of a code.

1.1.1. Dimension and infinite families

A code C of type [n,k,d] is optimal if it has maximal dimension for
given length and minimum distance. For a family {[n;, ki, d;]} of optimal
codes of increasing length with limd;/n; = §, define a(d) = limsup k; /n;.
For an optimal code, each of its ¢" % cosets in F™ contains at least one
vector y with d(y,0) < d. The lower bound

" < {y € F" : d(y,0) < d}|

for the dimension of an optimal code is called the Gilbert- Varshamov bound.
For0<d<6=(¢q—1)/q,

1
Lloslty € B - d(y,0) < on}| = Hy(5) + o(1),
where H,(r) = rlog,(q — 1) — vlog, v — (1 — x)log,(1 — z), for 0 < = < 0.

Theorem 1.1. (asymptotic Gilbert-Varshamov bound) For an infinite fam-
ily of optimal codes with relative distance d/n =4,

a(d) > 1—Hy(6), for0<d<o.

Lemma 1.2. For a g-ary linear code with k > m+1 andn—k > m(¢g™ ™ —

1)/(g—1) =(m+ 1) the information defect is at least m.
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Proof. Divide the coordinates in a subset of k — (m + 1) independent
coordinates and its complement of n — k + (m +1) > m(¢g™ ! —1)/(¢—1)
coordinates. In the subcode with zeros in the k& — (m + 1) coordinates
there is a block of size at least m + 1 in which the nonzero coordinates are
essentially repeated. Together the k— (m+1)+ (m+1) coordinates contain
only £ —m information symbols. O

For families of g—ary linear codes with k& and n — k going to infinity,
the information defect (and therefore also the genus) goes to infinity. As a
consequence we obtain the following upper bound for the dimension of an
optimal code.

Theorem 1.3. (asymptotic Plotkin bound) For an infinite family of codes
with k,n — k — oo, we have d < 8(n — k) as n — oo, or

a(d) <1-46/6, for0<d<86.

1.1.2. Dwuality and differentials

Let C be a linear code of length n. Omitting the i-th coordinate pro-
duces the punctured code P;(C) of length n — 1. The shortened code S;(C)
is the subcode of P;(C') of words with omitted i-th coordinate equal to zero.
In general P(C)*+ = S(C*). For a subset P = {a1,az,...,a,} of the field
F, define a code

C(<k,P) ={ (flar), f(az),- .., flan)) : [ € Fla]<r }.

The code C(< k, P) is a punctured version of the code C(< k,F). The dual
code is a shortened version of the code C'(< ¢ — k,F).

C(< k,P)yt ={(f(ar), faz),..., f(an)) : f € Flz]<qp flr—p =0}

Let p(z) = (x —a1)(x — az) -+ (x — ap,) and let 29 — x = p(z)r(xz). Then
—1=7p'(a;)r(a;), for t =1,2,...,n. With f of the form f = rh,

h(al) h CLQ) h(a,n)
p'(ar)’ p'(az)” " p'(an)

C(< k,P): ={ ( ) heFla]enr )

We give a description of the dual code using differentials. For a polynomial
h € Flx] of degree degh < n, let
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be a differential with at most simple poles and with residues ¢y, ca, ..., ¢y,
at © = aq,asg, ..., an, respectively. Then h(a;) = ¢;p’(a;) and

C(< k, P)* = {(resq, (w), resa, (W), . . ., resq, () :

w:%daz, degh <n —k}.

1.1.3. Minimum distance
Several useful inequalities exist for the parameters of codes A, B, C' with

Zaibici:O, foralla e A;be B,ce C.

Let axb = (a1b1,- - ,anby,) denote the Hadamard product or coordinate-
wise product of two vectors a and b. The relation between A, B,C can be
formulated as A* B = {axb:a € A bc B} C C*. Such decompositions
of the dual code under the Hadamard product form the basis for several
bounds for the minimum distance.

Theorem 1.4. (Roos bound for linear codes) For a linear code C, and for
linear codes A and B with Ax B C C*+,

g(A) <d(BY) -1 = d(C) > k(A) +d(B*) — 1.

Proof. It is enough to show that for every subset I of (k(A) — 1) +
(d(B*) — 1) positions there exists a word a * b € A x B with precisely
one nonzero coordinate in those positions. First choose a € A with zeros
in k(A) — 1 positions of I. Then choose b € B with a single nonzero
coordinate in the remaining d(B+) — 1 positions such that the nonzero
coordinate appears in a position where a is nonzero. This is possible since
a has no more then n — d(A) < k(A) — 1 +d(B*+) — 1 zeros. O

Theorem 1.5. (Symmetric Roos bound for linear codes) For a linear code
C, and for linear codes A and B with Ax B C C*,
g(A) < k(B) and g(B) < k(A)
— d(C) < g(A) + g(B) or d(C) > k(A) + k(B).

The two versions of the Roos bound can be used in combination, with
different choices for A and B, to produce stronger results.

Theorem 1.6. (Shift bound or Coset bound) Let C be a linear code and
let C1 C C be a mazimal subcode. If there exist vectors ai,...,a, and
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b1,...,by such that

a; xb; € C*+ fori+j <w,
aixbj € CF\CL fori+j=w+1,

then words in C\C1 have weight at least w.

Proof. For all c € C\C; and axb € C{\C*, Y, aibic; # 0. Thus it
suffices to show the existence, for any choice of w — 1 coordinates, of a
vector a * b € Cf-\C* that vanishes in those coordinates. The conditions
show that the vectors ai,...,a, are linearly independent, and there ex-
ists a nonzero linear combination a of the vectors a,...,a, vanishing at
w — 1 given coordinates coordinates. If ¢ is maximal such that a; has a
nonzero coefficient in the linear combination a then a * by 14 € Cf‘\C +
and vanishes in the w — 1 coordinates. O

Theorem 1.7. (Iterated coset bound) Repeated application of the coset
bound to a sequence C,. C --- C Cy C Cy = C gives the lower bound
d(C) > min{dy,da,...,d,, d(C,)}, where d(Ci—1/C;) > d; is obtained with
the coset bound.

1.1.4. Error correction
Let A, B, and C be nondegenerate linear codes such that
Zaibﬂa =0, forallae A,be B,ceC.
i

If K(A) >t and d(B*) > t then (A, B) is called a t-error-locating pair for
C. For a given error-locating pair the error positions in a received word
can be located by solving a suitable system of linear equations.

Theorem 1.8. Let (A, B) be a t-error-locating pair for C. For ¢ € C and
for a vector e of weight at most t, let y = ¢+ e. Every vector a € A with
axy L b for allb € B has the property a xe = 0.

An error-locating pair for C is called error-correcting if moreover d(A)+
d(C) > n. For a given error-correcting pair a codeword can be recovered
from the zeros in an error locating vector a € A by solving a second suitable
system of linear equations.

Theorem 1.9. Let (A, B) be a t-error-correcting pair for C. For ¢ € C
and for a vector e of weight at most t, let y = c+e. Let a € A have the
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property a x e = 0. Then ¢ € C is the unique solution to the system of
equations ¢ € C and a xc = a *y.

The key equation a xy L b for all b € B amounts to a linear system
of dim (B) equations in dim (A4) unknowns. A different formulation gives a
key equation with n linear equations in dim (A) + dim (B+) unknowns.

Theorem 1.10. For ¢ € C and for a vector e of weight at most t, let
y = c+e. For every pair of vectors a € A, b e BL with axy = b the vector
c s the unique solution to the system of equations c € C and a x c = b.

In general, the decoding is not completed with ¢ € C since ¢ is merely
an encoding of the relevant information symbols. In such cases it may
be better to bypass the computation of ¢ and to solve directly for the
information symbols. The t-error-correcting code C(< g — 2t,F) has a t-
error-correcting pair (A = C(< t,F), B = C(< t,F). The key equation for
an error-locating vector is: determine g(z) € F[z]<; such that

Zyz x;)h =0, forallheFr]

When t errors occur, the solution for g(z) is the unique polynomial that
vanishes in those positions. The second key equations is: determine g(x) €
F[z]<; and h(z) € Fz]<4—; such that

yig(z:) = hi(x;), fori=1,2,...,n

When ¢ errors occur, the solution is the pair (g(x), f(x)g(x)) where ¢; =
f(x;) for i = 1,2... n. In general, the information symbols are the coeffi-
cients of f. The key equation with n equations generalizes to list decoding.
List decoding produces a list of bounded size ¢ that contains all code words
that are within distance ¢ of the received word.

Theorem 1.11. For a code C(< k,{x1,...,2n}) and a received vector y,
let
¢
Q(z,y) = gi(z)y’, deggi<n—t—i(k—1),
i=0
be a nonzero polynomial such that Q(x;,y;) = 0 for ¢ = 1,2,...,n. Then
y— f(z) divides Q(x,y) for all f with y; = f(x;) in at least n —t positions.

Let E; be the subspace of F™ generated by unit vectors e; with i € I,
for I C {1,...,n}. For an error vector e € E, we reformulate the sufficient
conditions for error correction in terms of I. Let [ = {1,...,n}\I.
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Theorem 1.12. For a linear code C, let A and B be linear codes with
Ax B C C*, such that for alla € A and ¢ € C, a*c = 0 if and only if
a=0o0rc=0.Lety=c+e, withce C and e € E;. If I is such that

ANE;#0 and B*nE; =0

then there exists a nonzero vector a € A with axy L b for allb € B. And
for any such a, ¢ € C is the unique solution to the system of equations
ceCandaxc=axy.

1.1.5. Linear secret sharing schemes

An ideal F—linear secret sharing scheme (LSSS) ¥ = ¥ (IT) on the set
of players P ={1,2,...,n} is a sequence II = (7o, 71, ..., 7, ) of surjective
linear mappings 7;: £ — F, where F is a vector space of finite dimension
over F. For a given s € F and for a randomly chosen = € E with mo(z) = s,
the values m1(z),...,m,(x) form a collection of shares for the secret value
mo(z). A subset A C P is qualified or accepted by ¥ if the players in A
can determine the secret value uniquely from their shares. Otherwise A is
unqualified or rejected by X.

Lemma 1.13. A subset A C P is unqualified if and only if there exists
x € E with mo(x) =1 and m;(z) =0 for all i € A.

For a LSSS X = %o(M0), let C' = {(my(),...,mn(z),m0(z)) : = € E}
be the linear code of length n + 1 with shares in the first n positions
and secret value in the last position. Let C denote the punctured code
{(m(z),...,mp(z)) : = € E} and let C° denote the shortened code
{(m(x),...,m(x)) : x € E,mo(z) = 0}.

Theorem 1.14. (Rejection bound) Let ¥ = 3(C). If there exist vectors
ag,...,ar € F* and by, ..., by € F™ such that

a; *b; € CY fori+j<t.
a;*b; € C\C® fori+j=t.
then any subset A C P of size at most t is rejected by 3.

Proof. A subset of players can not recover the secret s if and only if there
exists a vector in C\C? that is zero in their positions. The conditions show
that the vectors ag,...,a; are independent. For a given set of ¢ players
there exists a nonzero linear combination a of the vectors aq,...,a; that
vanishes at their coordinates. If 7 is maximal such that a; has a nonzero
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coefficient in the linear combination a then a * b;_; € C\C° and vanishes
in the ¢t coordinates. O

A LSSS ¥ is nondegenerate if the secret can be reconstructed as a linear
combination of all the shares. That is, there exist r1,...,7, € F such that

= Zrﬂri(x), for all z € E.

The same values reconstruct the sum mo(z) + mo(y) of two secrets from
the pairwise sums m;(z) + m;(y) of their shares. We call ¥ additive in
n — t positions if for any subset A C P of size t there exists a choice for
r1,...,7, € F with r; =0 for i € A.

Proposition 1.15. For a given LSSS %(C), let ©(D) be the scheme defined
with the dual code D of C. Then Z(C) is additive in n — t positions if and
only if (D ) rejects all subsets A C P of size t.

To implement secure protocols for multiparty computations that involve
addition and multiplication, a stronger property is needed. A LSSS ¥ is
multiplicative if the product mo(z)-mo(y) of two secrets can be reconstructed
as a linear combination of the pairwise products m;(z) - m;(y) of the shares,
i.e. if there exist r1,...,r, € F such that

an r)my), forallz,ye k.

We call ¥ multiplicative in n — t positions if for any subset A C P of size
t there exists a choice for r1,...,r, € F withr;, = 0for i € A. A LSSS ©
is called strongly multiplicative if for any unqualified subset A C P there
exists a choice for r1,...,r, € F with r;, =0 for 7 € A.

Proposition 1.16. For a given LSSS (C), let E(B) be the scheme de-
fined with the mazimal code B that is orthogonal to C+C. Then %(C) is
multiplicative in n—t positions if and only if 3(B) rejects all subsets A C P
of sizet. And E(C’) is strongly multiplicative if and only if E(B) rejects all
unqualified subsets A C P.

A LSSS E(C’) that is multlphcatlve in n—t positions (or that is strongly
multiplicative) has a decomposition D > C % B of the dual code D. This
decomposition can be used to apply error correction as in the previous sec-
tion to recover the secret in the presence of corrupted shares. The following
theorem outlines a dedicated secret reconstruction procedure that avoids
correcting corrupted shares and instead computes the secret directly. For
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geometric Goppa codes the theorem is a way to recover the value f(FPp)
from possibly erroneous values f(Pi),..., f(P,). Since the point Py can
be chosen arbitrarily, the function f can be recovered completely and the
theorem provides a way to decode geometric Goppa codes up to half their
designed minimum distance (Theorem 1.58 in Section 1.4.7).

Theorem 1.17. (Secret reconstruction) Let ¥ = X (II), X/ = To(I1"), X" =
Yo(II"”) be LSSSs such that Y, mi(x)n'(y)n"(2) = 0, for all x € E,y €
E',z € E". For a possibly corrupted vector of shares (si1,...,8n) for ¥, let
(y,z) € E' x E" be such that w{(y) = 7y (z) =1 and

0= Z simi(y)mi (20) Vzo € E” with 7 (20) = 0,
0= sim(yo)w/(z) Vyo € E" with mj(yo) = 0.

If the corrupted shares are contained in a subset A that is rejected by both
¥ and X" then such a pair (y,z) exists and the secret for the uncorrupted
vector of shares is

s=— Z s (y)m" (2).

If either X' or X" rejects A but not both then a pair (y,z) may not exist.
If it exists then the formula for the secret produces the correct value for s.

Proof. Assume that A is rejected by X”. Then z = z; with 7(j(21) =1
and 7/(z1) = 0 for i € A gives a solution for z. An arbitrary z € E” with
7y (z) = 1 is of the form z = zp + 21 with 7(j(z9) = 0. For a solution y to
the first equation and for an arbitrary z € E” with #n{(z) = 1,

S sl (2) = 3 sew' () (1) = 3 ml@) ) (1) = —s.

This clearly implies the claims in the theorem. O

The choices that are made for y and z in general need not vanish in the
corrupted shares. In general, the secret is reconstructed without obtaining
information about corrupted players. Clearly the two equations reduce to
a single equation when ¥/ = X",

A LSSS ¥ = Eo(II) with >, m(x)m;(y)mi(z) = 0 for all z,y,2 € E
is called trilinear. Such a scheme is strongly multiplicative and can re-
construct the secret efficiently whenever the corrupted shares are con-
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tained in an unqualified subset. A trilinear scheme that rejects all sub-
sets of size t is multiplicative in n — t positions. The Shamir LSSS
So(< t,{a1,...,an,a0}} is the scheme ¥o(II), where II : Flz]<; — F"HL

f - (f(al)v EER f(an)a f(a()))

Theorem 1.18. The Shamir LSSS Lo(< t,(ai,...,an,a0)}) rejects all
subsets of size t or less and accepts all subsets of size t + 1 or more. For
3t < n, the scheme is trilinear.

Proof. Forp=(x—ao)(x—ai) - (x—ay), and for r; = p'(a;),
> rif(aglai)h(a;) = 0,5f,9,h € F<[a].
=0 0

1.1.6. Weight distributions and codes over extension fields

The weight distribution of a linear code C' of length n is the vector
(Ao, A1,...,Ay), where A; is the number of words of weight i in C. For
a g-ary code the weight enumerator A(x,y) and the projective weight enu-
merator A(x,y) are defined by

n

A,y) =A™y = 2" + (¢ — DA(z,y).
1=0

For the code C(< k,{a1,...,an}) we can describe the projective weight
enumerator in terms of the zeta function of the affine line. The latter is a
generating function for the number of monic polynomials of a given degree,
with Euler product factorization

1-gn)'= [ -1/t

fmonic, irr

The number of monic polynomials of degree less than k that vanish in

precisely n — i elements of {aq,...,a,} becomes
a0 =1y
(1-=T)(1—qT)
and
A(l‘, y) _ [Tk_l] (xT + y(l — T))

(1-T)1—qT)
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For a given coordinate, the weight enumerator of a code can be described
recursively in terms of the punctured code and the shortened code at the
given coordinate.

xS (z,y), if j is a loop
Alz,y) = ¢ (z+ (¢ — Dy) Pz, y), if j is a bridge
yP(z,y) + (x —y)S(z,y), otherwise.

A coordinate is called a loop if shortening preserves the dimension and a
bridge if puncturing lowers the dimension. A code is nondegenerate if it
has no loops or bridges. An invariant that satisfies a recursion of the above
type is called a Tutte-Grothendieck invariant. By continuing the recursion
it is clear that there exist polynomials T'(z, y), called the Tutte polynomial,
and W(z,y) = T(x + 1,y + 1), called the Whitney polynomial, such that

Alwy) o+ (@—Dy z @y -y
o = (———,—) = W(—, )-
(@ —y)ky -y 'y -y y
The recursive procedure, and thus the polynomials 7" and W, remains the
same if the g-ary code is extended to a code with coefficients in an extension
field of size ¢™. The weight enumerator A™) of the ¢"-ary code is

A (z,y) "y z—y
— 7 = W(—Z, )
(x —y)ryn—F (m—y y )
For a weight enumerator A(z,y), let
1.0 0 1.0

be the average punctured and shortened weight enumerator, respectively.
They clearly satisfy the recursion type A(x,y) = yP(z,y) + (x — y)S(z,y)
of a nondegenerate code. Let a, = Ay /([}), for w =0,1,...,n. Define the
normalized weight enumerator as

1
a(t) = T (ag + agiit 4 -+ ant™™9)

Theorem 1.19. The expression
a(t)(1+ )™ (mod "4t

is invariant under puncturing and averaging or shortening and averaging.
For the q-ary code C(< k,{a1,...,a,} the expression agrees with the eval-
wation of 1/(1 —=T)(1 —qT) at T =t/(1 +1t).
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1.2. Cyeclic codes and classical Goppa codes

A F-linear code C of length n with coordinates {0,1,...,n—1} is cyclic
if, after identifying words ¢ = (co, ¢1, . . ., ¢, ) with polynomials ¢(x) = ¢ +
1+ -+cp_12" 71, the code is an ideal in the ring R = F[z]/(z™ —1). The
ring R is a principal ideal domain. Polynomials g(x) and ged(z™ — 1, g(x))
generate the same ideal in R and cyclic codes of length n correspond one-
to-one to factors g(z) of ™ — 1. If ged(charF,n) = 1, then 2™ — 1 factors
over [F as a product of distinct irreducible polynomials. For a factorization
2" —1= f--- f; into t irreducible factors, there are 2! cyclic codes of length
n over F.

The code C with generating polynomial g(x)|z™ —1 is determined by the
irreducible factors in g(x) or by the zeros of g(z) in an algebraic closure F
of F. Let a € F be a primitive n-th root of unity. For i € Z/nZ, let m;(x)
be the minimal polynomial of o' over F. If g(z) = lem{m;(z) : i € I}
then [ is called a defining set for C. The maximal defining set for C' is the
set {i € Z/nZ : g(a') = 0}. The dual code of a cyclic code with maximal
defining set I is cyclic with maximal defining set I* = Z/nZ\ — I, where
we use S.p_o(at)k = 0, for all 4,j € Z/nZ with i + j # 0, Thus, the
dual code of the code generated by g(z) is the code generated by h(x) =
(2™ —1)/g*(x), where g*(x) is the reciprocal polynomial of g(x).

1.2.1. Reed-Solomon and BCH codes

Of particular interest among cyclic codes are BCH codes, that are de-
fined with a defining set of the form I = {b+ 1,0+ 2,...,b+ 6 — 1}.
A BCH code over a field of ¢ elements is called primitive if the length
n=qm —1, for m > 1. A Reed-Solomon code is a primitive BCH code of
length n = ¢™ — 1 over the field of ¢™ elements. For the given defining set,
a Reed-Solomon code has parameters [¢"",¢"™ + 1 — 4, d]. Primitive BCH
codes in general have a maximal defining set that is larger than I. They
are subcodes of Reed-Solomon codes and have minimum distance d > 6. A
lower bound for the dimension is k > n — m(é — 1), with an improvement
k> n—m(q—1)[(6—1)/q] when b = 0. BCH codes are an important way to
construct long codes over a given finite field such that both the minimum
distance and the dimension have lower bounds. However asymptotically
BCH codes are not good. For an infinite family of BCH codes of increasing
length, either the relative distance d/n or the information rate k/n goes to
zero as n goes to infinity.
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Theorem 1.20. The Reed-Solomon code of length n = ¢"™ — 1 over the
field of ¢™ elements with defining set I = {b+ 1,b+2,...,b+ 3 — 1}
has as codewords the vectors (f(a?), f(at),...,f(a™™ 1)), for f € L =
(x=b ... x7 1,z ..., 2%, where a is such that a +b = n — 6. The BCH
code over the field of q elements with the same length and defining set is a
subcode of the Reed-Solomon code.

The space L is the vector space of rational functions in z with pole
order at most a at oo, pole order at most b at 0, and no other poles. In
the terminology of the next section the Reed-Solomon code over the field
F with defining set I = {b+ 1,b+2,...,b+ § — 1} is a two-point code
CrL(aPs +bPy,F*). When b = 0 the code Cf(aPx,F) is called a one-point
code. These are the codes C(< a,F) that were used as a main example
in the previous section. BCH codes with b = 0, i.e. subfield subcodes of
one-point codes, are called narrow sense.

To apply the theorems in Section 1.1.3 to cyclic codes requires a de-
composition of their defining set. We illustrate this for the dual of the
two-error correcting BCH code of length n = 15 over Fy4. The BCH code
has defining set {1,2,3,4} and complete defining set I = {1,2,3,4,8,12}.
The dual code has complete defining set I* = {0,1,2,4,5,6,8,9,10}. The
code and its dual are of type [15,9,5] and [15, 6, 8], respectively. For the de-
composition I* D {0,1,2,4,5,6} 4 {0,4}, Theorem 1.4 gives d > 8. For the
decomposition I* D {0,2,4}+{0,2,4,6}, Theorem 1.4 only givesd > 7. On
the other hand this decomposition can be used with Theorem 1.9 to correct
any three errors. For the decomposition I* > {0,1,4,5} + {0,1,4,5}, The-
orem 1.5 gives d < 4 or d > 8. The pair meets the conditions of Theorem
1.9 for correcting three errors, so the possibility d < 4 is easily excluded.
Of the two decompositions that correct any three errors, the second has the
property that the codes A and B can be defined over Fy, while in the first
case decoding takes place over the field F1g.

1.2.2. Classical Goppa codes

The family of classical Goppa codes includes as subfamily the BCH
codes but is large enough to contain infinite families of codes of increasing
length that attain the asymptotic Gilbert-Varshamov lower bound for the
dimension of optimal codes.

Let oy, ,a, C F be distinct field elements and let g(x) € F[z] be a
monic polynomial that is relatively prime to p(z) = (x — aq) -+ (x — ay,).
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The classical Goppa code defined with the polynomial g(z) is the set of all
words ¢ = (c¢1,- -+ ,¢p) € F™ with
h(x)

= —Z fi .
pra— de + -+ o dx (@) dz, for g(z)|h(zx)

Cc1 Cn

The polynomial A is of degree at most n — 1. It vanishes at the zeros of a
word ¢ = (1, ,¢,). Since g|lh, we haven —d < degh—degg<n—1-—1t
and d >t + 1.

Theorem 1.21. Let C be the classical Goppa code over Fym defined with
relatively prime polynomials g(x) and p(x)|z¢" — x. The dual code C*- of
C' is obtained by evaluation of functions in L = (h/g : degh < deg g).

Proof. Asin Section 1.1.2,

g(ar)aj glan)ad, .
C= ci=0,1,....n—t—1),
Cotan " ) ) )
J J
CJ-:<( oy oy, ):j=0,17...7t—1>.

glar)” 7 glawm) 0

In the terminology of geometric Goppa codes, C' is defined by eval-
uating residues of differentials w € Q(G — P) and C+ by evaluating
values of functions f € L(G — P), where G is the divisor of zeros of
g(x). A classical Goppa code over the subfield F of size ¢ is a subfield sub-
code of the code C. The Reed-Solomon code of length n = ¢ — 1 with
I ={1,2,...,5 — 1} has a dual code that is defined by the evaluation
of functions f € L((6 — 1)Psx — Py) = (x,...,2°"1). To realize a Reed-
Solomon code as a classical Goppa code we evaluate instead the functions
feL((§—1)Py— Py) = (z'79,...,27'). A value in position « for the
Reed-Solomon code appears with the different evaluation in position a~!.
The rearranged Reed-Solomon code is a classical Goppa code with divisor
G = (6 — 1)Py and polynomial g(z) = 20~ 1.

Let V(d —1) = |[{y € F™ : d(y,0) < d}| be the number of words in a
closed ball of Hamming radius d — 1. Recall that the Gilbert-Varshamov
bound shows that for given n and d, there exist codes with ¢"~* < V(d—1).

Theorem 1.22. For a given length n = ¢™ and minimum distance d, there
exist irreducible polynomials g(x) over Fom such that the classical Goppa
code defined with g(z) has minimum distance at least d and dimension
attaining the asymptotic Gilbert- Varshamov bound.
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Proof. Let t denote the degree of g(x). The number of irreducible
polynomials of degree t over ¢ is at least (g™ — d(t)q™*/?)/t, where d(t) is
the number of divisors of ¢. For a word (c1, ..., ¢,) of weight at most d — 1,
h(z) has at least n — d + 1 zeros in common with p(z), and the cofactor
of degree at most d — 2 contains no more than d/t irreducible factors of
degree t. Thus, for d/t-V(d—1) < (¢"* —d(t)q™/?)/t, there exist classical
Goppa codes with polynomial g(x) of degree ¢ and minimum distance d.
Since ¢"* < ¢, there exist classical Goppa codes with

R (1 —d(t)gT™?) <dV(d—1).

7mt/2)

After taking logarithms and dividing by n, the factors (1 —d(t)q and

d are absorbed in o(1) as n goes to infinity. O

1.2.3. Dual BCH codes

The RS code of length n = ¢"™ — 1 with defining set I = {1,2,...,§—1}
has parameters [¢"* — 1,¢™ — 6, 0] over the field F,m. The BCH code over
the subfield F, with the same length and defining set is the subcode of the
RS code with coefficients in ;. The dual of a BCH code is again cyclic
but it is in general not a BCH code. With Delsarte’s theorem it can be
described as the trace of the dual RS code.

Theorem 1.23. (Delsarte’s Theorem) Let C be a linear code of length n
over Fym with dual code C*+. For the subfield F = F, and for the trace map

1

Tr(z) =2+ 294 +2"
(CNF™)*E = Tr(CH).

The extended RS code of length n = ¢™ is the code C(< ¢"™ — §,Fgm),

with dual code C(< § — 1,Fgm). The weights of nonconstant codewords in

the dual of the extended BCH code can be estimated with the Hasse-Weil
bound.

Theorem 1.24. For a polynomial f € Fym[x], let N(f) denote the number
of zeros in (Tr(f(a)) : a« € Fgm). If f is of degree at most § —1 and not of
the form a(y? —y) + b, for a € Fg,b € Fgm, then

la- N(f) = 4™ < (6= 2)(g — 1)g™/.

The bound compares the number g - N(f) of solutions (z,y) for the
equation y? — y = f(x) with the number ¢™ of points on the affine line.
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The weight distribution of a dual BCH code describes the number of ratio-
nal points on curves of the form y? — y = f(x), for f of bounded degree.

The RS code and the BCH code describe linear relations among the
vectors (a,a?,...,a°71) € Fgﬁl, for oo € F. With class field theory the
vectors have a natural interpretation as reduced Frobenius automorphisms
inside a ray class group of conductor 4. This interpretation will be used in
two directions. Weil’s theorem on L—series for ray class fields gives esti-
mates for the weight distribution of BCH codes. And BCH codes describe
the relations between elements in ray class groups that determine the prop-
erties of quotient fields of the ray class field with many rational points.

Let F be a finite field of size ¢ = p™, for a prime p. Let Q,(a) be a
cyclotomic extension of the p-adic numbers with « a primitive n-th roots
of unity for n = p™ — 1 and let Z,[a] be the ring of integers in Q,(c). For
a positive integer e, let R, be the finite ring Z,[a]/(p®). So that |R.| = ¢°.

For a fixed positive integer §, let T = {1,2,...,5 — 1} and let I* =
{i € I : ged(p,i) = 1}. For i € I*, let e; be the unique integer with
ip®~t <6 < ip®. Sothat Y, ;.e =06 — 1.

Theorem 1.25. (Class field theory) Let F be a finite field. For every non-
negative integer 8, there exists a unique mazimal abelian extension K/F(x),
called the ray class field extension of conductor §, for which all characters
have conductor at most §(z)s and in which (x)o splits completely. The
extension is finite of degree ¢~ with Galois group

Gal(K/F(z)) ~ (F[T]/T°)*/F* ~ @cr~ Re,.

For o € F, let (K/F(z),a) € Gal(K/F(x) denote the Frobenius automor-
phism. Under the isomorphisms

(K/F(z),a) < (1+aT) « (a':ieI*).

If H is the subgroup generated by the Frobenius elements for a € F, then
the fized field K® JF defines an estension with group G/H in which oo is
completely ramified and in which x = a splits completely, for all a € F.

The set of all relations (co € Z/p°Z : v € F*) with ) c¢oFo = 0 defines
a cyclic code modulo p¢. The Frobenius element F,,, for a € F%st, can be
represented by the column vector h, = (p°~¢a’:i € I*) € RLI | The code
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has a generator polynomial g(z) = go(x) + pg1(x) + -+ + p*1ge_1 with
Ge—1|"++1g1]go|z™ — 1, such that, for i € I*, g;(a’) = 0 if and only if j < e;
if and only if ip’ < 6. The extended cyclic code C(p™,§) modulo p® is the
set of all relations (co € Z/p°Z : o € F) with ) coF, = 0 and moreover
> o Ca = 0. The code C(2™,3) is defined modulo 4. It is known as the
quaternary Preparata code and its dual as the quaternary Kerdock code.
The reduction of the code C(p™,d) modulo p is the extended primitive
BCH code with designed minimum distance 9.

Theorem 1.26. (Weil bound) Let x be a character for K/F(z) of conduc-
tor ¢, and let F, denote the Frobenius element in G = Gal(K/F(x)) that
corresponds to x = «. Then

1) x(Fa)l < (6 —2)v/3.

acF

The theorem applies to characters of characteristic p® and is more
general then Theorem ... The latter follows by writing ¢ - N(f) —
qn = Zﬂq—lzl Y oaam 11 X(Tr(ﬁf(a)). In general, for a polynomial f =
D iers DT Eipj<5 fips x?’ € R.[z], for a trace map Tr : R, — Z/p°Z, and
for a nontrivial character y : Z/p°Z — C,

Y (Tl < (6 -2)va

ad™ —a=0

Let A={i'el*:Jiel*]i<i, andi =i-¢’ (modn)}. Fori' € A
with witness 4, a relation )_,c;a”’ = 0 € R, implies that > ol =0¢
R.;. Therefore, the group G/H has size at least [];ca [Re/|-

Theorem 1.27.

(1) Forq=1r2letS=r+2and I ={1,2...,7r+1}. Then |G/H| > r.

(2) For qo = 2%,q = 2%%L et § = 2q0 +2 and I = {1,2,...,2q0 + 1}.
Then 2qo +1 € I', and |G/H| > |R1| = q.

(3) For qo = 3%,q = 3%TL let § = 3qo +3 and I = {1,2,...,3q0 + 2}.
Then 3qo +1,3q0 +2 € I’ and |G/H| > |R1 x Ry| = ¢*.

Proof. (1) The elements a”*! span the subfield F, of Ry = F,. And
|Fq/Fr| = 7. (2) 290+ 1 = 2qo(qo+1) (mod ¢g—1). (3) 3go+1 = 3qo(qo+1)
(mod ¢ — 1) and 3¢gp + 2 = 3¢o(2¢go + 1) (mod g —1). O



Algebraic Geometry Codes: General Theory 19

1.3. Reed-Muller codes

For geometric Goppa codes defined by the evaluation of functions in
points X = {Py,...,P,} that form an ideal-theoretic complete intersec-
tion, the main properties can be established without the usual tools for
algebraic curves. The dimension is given by the Hilbert function of X (in-
stead of the Riemann-Roch theorem for curves), the dual code is of the same
explicit form as the code itself (instead of defined in terms of differentials),
and the code and its dual are related by the a-invariant of X (instead of
the residue theorem for curves). Codes defined on complete intersections
generalize the affine Reed-Muller codes and are part of the larger class of
evaluation codes.

For a finite field F, let A = F[zo, 21, ...,2m] = B,y A(v) be the graded
ring of polynomials in m+ 1 variables with homogeneous components A(v),
and let X = {Py,...,P,} C P™(F) be a set of n distinct points. For a
positive integer v, the F-linear code C(v, X) of length n is the image of the
homogeneous component A(v) after evaluation on X. That is, for a given
choice of representatives for Pi,..., P,, the code C(v, X) = a(A(v)), for
the F-linear evaluation map

Qi A—F"  a(f) = (F(PL)s s F(Pn)).

For the field F of two elements, the binary Reed-Muller code RM (v, m) is
defined as the code C(v, X) with X = {(1 : @1 : -+ : @) : 2; € F}.
Replacing the binary field with an arbitrary finite field yields the class of
affine or generalized Reed-Muller codes GRM (v, m). Evaluation of A(v)
on a complete set X of representatives for the points of projective m-space
over IF yields the class of projective Reed-Muller codes PRM (m, ).

Let Ix = @,501x(v) C A be the vanishing ideal of X. Then the
code C(v,X) is isomorphic to S(v)/Ix(v) and its dimension is Hx(v),
where Hx is the Hilbert function of Ix. If the ideal Ix is a complete

intersection, that is if Ix = (f1,..., fm) such that f; is not a zero divisor
in Flzo,z1,...,2m]/(f1,- .-, fi—1), then the Hilbert function is completely
determined by the multi-degree (v1,...,vm) of Ix. Moreover, duality of

codes can be described in terms of the a-invariant (v + -+ + vp,) —m — 1
of X.

Theorem 1.28. Let X be an ideal-theoretic complete intersection X of
multi-degree (V1, ...,vy) with ideal Ix = (f1,..., fm). Let ax = (v1 +---+
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Um) — (m+ 1) be the a-invariant of Ix. The Hilbert function Hx (v) of Ix
18
m+v m+v—y; m+v— (v; +v5)
(")) ()

b (—1)m <m—|—u—(l/1—|—-'-—|—um)>

V_(V1+"'+Vm)

For0<v<ax, Hx(v)+ Hx(ax —v) =n.

The generalized Reed-Muller code GRM (v, m) is defined with X =

P (F)\ (2o = 0). It has vanishing ideal I = (z? —zy20™", ... 29 —z,zl")
with multi-degree (v1,...,Vm) = (q,...,q) and a-invariant mqg — (m + 1).

The code GRM (v, m) has dual code GRM (gm —m — 1 — v,m). The set
P™(F) of all points in projective m—space is in general not a complete
intersection. Complete intersections in P?(F) are described by the Bezout
theorem.

Theorem 1.29. (Bezout) The ideal generated by two polynomials f1, fo €
Flxo, 21, x2] with no common factors is a complete intersection. Over the
algebraic closure of F the intersection of the curves fi = 0 and fo = 0
contains deg f1 - deg fo points counted with multiplicities.

Examples of complete intersections in P? are: (1) the projective line
with multi-degree (1,q+ 1) and |X| = ¢+ 1,ax = ¢ — 1. (2a) the rational
points on the Hermitian curve with multi-degree (r + 1,72 — r + 1) and
|X| =13+ 1,ax = ¢ — 1. (2b) the subset of rational points with multi-
degree (r,72) and |X| = 73,ax = r2 +r — 3. (3) the Klein curve with
multi-degree (4,6) and |X| =24,ax = 7.

Theorem 1.30. Let C(v,X) be defined on the intersection X =
{P1, ..., P} CP%(F) of two curves f1 = 0 and fo = 0 with no common com-
ponent. Let v1 = deg f1 and vo = deg fo. The Hilbert polynomial Hx (v) of
IX 18

2+v\ (24v—-wn1) (2+v-—1n . 24v— (11 + 1)
v v—1 v — Uy v— (11 + 1) '
For0<v<ax, Hx(v)+ Hx(ax —v) =n.

Thus, when X is the set of 3 4+ 1 rational points of the Hermitian
curve of degree r + 1 then, for any 0 < v < 72 — 1, the codes C(v, X) and
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C(q—1—wv,X) are dual to each other. This can also be seen as follows.

For codes C(< k,F) on the affine line, duality of C(< k,F) and
C(< q— k,F) amounts to the property > gz’ =0, fori=0,1,...,q—2.
If we extend the summation to points on the projective line, we have
Xy iyt 1=t = 0, for i = 0,1,...,¢ — 1. The cases i > 0 reduce to
the affine line x = 1 and the cases i < ¢ — 1 to the affine line y = 1. Note
that the total degree ¢ — 1 of 2°y?~'~% makes the summation independent
of a choice of representative for the projective points. That the a-invariant
for the projective line and the Hermitian curve is ¢ — 1 in both cases cor-
responds to the fact that the rational points of the Hermitian curve form a
codeword in the code spanned by lines [6], [50].

1.4. Geometric Goppa codes

Geometric Goppa codes use algebraic curves for their construction. Sim-
ilar to codes on the affine line (Section 1.1), they can be defined in two
different ways, by evaluating functions or by computing residues of differ-
entials. In combination with well known theorems for algebraic curves, the
definitions immediately reveal the following important properties of geo-
metric Goppa codes:

An explicit geometric description of both a code and its dual.

- Good lower bounds for the dimension, the minimum distance, and the
dual minimum distance of a code.

- Expressions for code parameters in terms of invariants of algebraic curves.

- A multiplicative structure on codes.

Following are some important results for geometric Goppa codes that cru-
cially depend on these properties:

- Constructions of polynomial complexity for asymptotically good codes.
- Efficient algebraic decoding.
- Applications to secret sharing and efficient multi-party computation.

In this section, we first give the definitions and the main properties of
geometric Goppa codes (Sections 1.4.1, 1.4.2), followed by a summary of
curves that have been used for their construction (Section 1.4.3). One-
point codes and two-point codes are discussed in Sections 1.4.4 and 1.4.5.
Finally, we present results on error correction (Section 1.4.6), secret sharing
(Section 1.4.7), and weight distributions (Section 1.4.8).
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1.4.1. Curves and linear codes

An algebraic curve X /F is defined as an algebraic variety (i.e. an irre-
ducible algebraic set) of dimension one over the field F. The field of rational
functions is denoted by F(X), the module of rational differentials by Q(X).
Among all curves with function field F(X) there is up to isomorphism a
unique nonsingular projective curve. We define the codes in terms of the
function field F(X) of X. The geometric properties that we establish for
codes hold for codes that are defined with the unique nonsingular projective
model of X. Function fields of algebraic curves over a finite field can be
characterized as finite separable extensions K /F(z).

Points on a curve X are identified with places of the function field,
rational points with places of degree one. Let ¢t denote a generator of the
maximal ideal of a place. For a rational function f, define the divisor
(f) = >_w(f)P, where P runs over all places and v; denotes the discrete
valuation at P. For a divisor F, define

LE) = {feFX) : (/)+E>0}U{0}
as the linear space of rational functions with pole divisor bounded by E.
Definition 1.31. Let D = P, + P, + - - - + P,, for distinct rational points
P, P, ..., P,, and let G be a divisor with support disjoint from D. The
code Cp (D, Q) is the image of the linear map
The map establishes an isomorphism L(G)/L(G — D) ~ C(D, G).

In general, dim L(G) < deg G + 1. To estimate the dimension of a code
we need a lower bound for L(G).

Theorem 1.32. (Riemann) There exists a minimal constant g > 0 de-
pending only on X, such that dim L(G) > degG + 1 — g. Moreover, for
every divisor G of degree deg G > 2g — 2, dim L(G) = degG + 1 — g. The
parameter g is called the genus of the curve X.

Theorem 1.33. (code parameters) For 2g — 2 < degG < n, the code
Cr(G,D) has dimension k = degG + 1 — g and minimum distance d >
n—degG. The dual code Cr(G, D) has dimension k*+ = n— (degG +1—g)
and minimum distance d+ > deg G — (2g — 2). In particular,

n+l—g<k+dkt+d-<n+1.
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Proof. The only part remaining is to show that d*+ > deg G—(2¢g—2). For
any 7 < d* positions Q1,...,Q,, dmL(G) —dimL(G—-Q; --- —Q,) =T
and the encoding map «y, is surjective on the 7 positions. O

A divisor is called principal if it is the divisor of a function. The relation
Ey ~ Es if and only if E1 — F» is principal defines an equivalence relation
on divisors.

Theorem 1.34. (Approzimation theorem) For a divisor E and a finite set
of places S, there exists a divisor E’ that is linearly equivalent to E and
that has support outside S.

In many cases it is attractive to define codes where D and G have one
or more rational points in common. For the construction of such codes one
may replace G with an equivalent divisor using the approximation theorem.
However, the following theorem gives an important geometric property of
algebraic curves that makes the construction of such codes straightforward
without replacing the divisor G.

Theorem 1.35. For a nonsingular curve X and for rational functions

(fo, f1,-- - fm), the rational map (fo : f1: - : fm) : X — P™ is a
morphism (is defined everywhere).

In case the divisors D and G have a rational point P in common, the
evaluation map «az, in the definition of Cr(G, D) is modified at the coordi-
nate o, p. For a given local parameter ¢ at P, and for ¢ = ordp(G),

arp : L(G) — F, fe (t'f)(P).

The bounds in Theorem 1.33 are based on properties of the geometric em-
bedding of points in projective space and remain valid for the modified
construction.

The Klein curve is defined by the equation X3Y + Y3Z + Z3X = 0.
Define a divisor A = (0:0:1)4+(0:1:0)4+(1:0:0). A monomial
XY?Z¢ intersects the curve with multiplicities

(XY +Y3Z+ 23X =0)n(X°Y*Z° = 0) =
Ba+b)(0:0:1)4+Bb+¢)(1:0:0)+ (3c+a)(0:1:0).

We find a basis (X2Y/XYZ Y?Z/XYZ Z?°X/XYZ,XYZ/XYZ) for
L(2A). Over the field of eight elements, the curve has 24 rational points.
The given basis does not evaluate in the three points of A. An option
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is to define the code on the remaining 21 points or to replace 2A with
an equivalent divisor that has support in an extension field of Fg. The
straightforward solution suggested by the theorem is to embed the points
as images of the morphism (X?Y : Y2Z : Z2X : XY Z). The morphism
sends (0 :0:1)+— (0:1:0:0),(1:0:0)+—(0:0:1:0), and
(0:1:0)+— (1:0:0:0). There exist no 6 distinct rational points with
Q1+ -+ Qs ~ 2A and the code CpL(2A, D) is of type [24,4,19]. The
distance is an arithmetic peculiarity of the configuration of flexpoints on
the Klein curve that can be explained in terms of the large automorphism
group of the curve but not with any of the theorems in this chapter.

Not all properties of codes are preserved by the modified construc-
tion: For divisors G; < G2 that have supports disjoint from D, the code
CL(D,G1) is a subcode of the code Cr(D,G2). When Gy — G; is not
disjoint from D this is in general no longer true.

1.4.2. Dwuality and differentials

For a differential w, define the divisor (w) = > vi(w)P, where P runs
over all places and v (fdt) = v¢(f). The rational differentials Q(X) form a
free F(X) module of rank one. The divisor class of a differential is called
the canonical divisor class, K denotes a divisor representing the class. For
a divisor F, define the linear space of rational differentials

QE) = {weQX) : w)>E}U{0}

Definition 1.36. Let D = P; + P, + - - - + P,, for distinct rational points
P, P, ..., P,, and let G be a divisor with support disjoint from D. The
code Cq(D, Q) is the image of the linear map

ag : UG-D) — F7", w— (resp (w), ..., resp, (w) ).
The map establishes an isomorphism Q(G — D)/Q(G) ~ Cq(D, G).

In case the divisors D and G have a rational point P in common, the
evaluation map aq is modified at the coordinate ag p. For a given local
parameter ¢ at P, and for ¢ = ordp(G),

agp @ UG —D) — F, wisresp(t™'w).

Theorem 1.37. (Residue theorem) The summation over all places of the
residues of a differential is well-defined and equal to zero.
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Each differential w induces a natural isomorphism
L((w)—-E) = QF), f— fw.

If n is a differential with a simple pole at P and residue resp(n) = 1, and
if f is a function with no pole at P, then resp(fn) = f(P).

Lemma 1.38. If n is a differential with simple poles at Py, Py, ..., P, and
residues equal to 1 at those points then

Co(G,D)=Cr((n)+D -G, D).

Proof. For f € L((n)+ D —G), f(P) =resp(fn), where the differential
w = fn has divisor (w) = (f) + () > G — D. O

Lemma 1.39. Let f be a nonzero rational function. The differential df / f
has at most simple poles and the residue at P is vesp(df/f) = ordp(f).

Theorem 1.40. (Riemann-Roch) The dimensions of L(E) and L(K—F) ~
Q(E) are related by

dim L(E) —dim L(K — E) =deg (E)+ 1 —g.

Together, the Residue theorem and the Riemann-Roch theorem imply
that Cq(G, D) is the dual code of Cr(D, G).

Theorem 1.41. The codes Cr(D,G) and Cq(G, D) are dual codes.

As the dual of Cr(D, G), the code Cq(D,G) has minimum distance at
least deg G — (29 — 2) (Theorem 1.33).

Theorem 1.42. (Symmetric floor bound) Let G = A+ B+ Z, for Z > 0
such that L(A+Z) = L(A) and L(B+ Z) = L(B). For D with DNZ =0,
a nonzero word in Cq(D,G) has weight at least deg G — (29 — 2) +deg Z.

Proof. Suppose that ¢ € Cq(D, @) is nonzero in the positions Q = Q1 +
-+ 4+ Qq, so that there exists £ > 0 with K + Q ~ A+ B+ Z + E. With
the Riemann-Roch theorem,

dmL(A+ E)—dimL(B+Z—-Q)=deg(A+ E)+1—g,
dmL(A+Z)—dimL(B+E—-Q)=deg(A+2Z)+1—g.
It follows that
degE —degZ =1(A+E)-l(A)+I(B+E-Q)-Il(B-Q)>0.
Finally, deg E > deg Z gives d > deg G — (29 — 2) + deg Z. O
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The divisor K satisfies: deg K = 29 —2 and I[(K) = g. The genus g of a
nonsingular plane curve of degree m satisfies g = (m — 1)(m — 2)/2. For a
plane curve, let the divisor L denote the intersection divisor of a line with
the curve, then K = (m — 2)L represents the canonical class.

For divisors G + G’ ~ D, the codes Cr(G, D) and CL(G', D) are in
general not dual codes, unless g = 1. The two codes have the same number
of words of designed distance. Namely G is equivalent to a sum of rational
points @ if and only if G’ is equivalent to the sum of rational points Q’,
where Q + @' = D. If one code has distance greater than the designed
distance then the other code as well. With the Klein curve over Fg, and
for G = 2A, we found a code of type [24,4,19]. In this case, D ~ 8A
and the code with G’ = 6A is of type [24,16,7]. This is the best known
three-error-correcting code of length 24 over Fg. Its weight distribution is
given in Table 1.3.

Theorem 1.43. (Clifford’s theorem) For a divisor E such that both L(E)
and Q(E) are nontrivial,
deg (E)

dim L(E) < =

+ 1.

1.4.3. Families of curves

The first step towards good geometric Goppa codes over a field I, is the
search for curves X' /F, that have many rational points for a given genus.
For a given curve X /F, of genus ¢ with N rational points, we can con-
struct [Fy-linear codes of length /N of any dimension 0 < & < N such that
k+d>N+1—g.

The class of Deligne-Lusztig varieties was defined for the purpose of study-
ing representations of algebraic groups. The class contains three families
of irreducible curves (Table 1.1). Curves in each family have the maximal
number of rational points for their genus and they have large automorphism
groups. In each case, the automorphism group is of order N(N —1)(¢ — 1)
and acts 2—transitively on the set of rational points. The curve of unitary
type was already known as the Hermitian curve. Another much studied
curve is the Klein curve, or the modular curve X (7). From its definition
as a modular curve it follows that it is a nonsingular quartic with auto-
morphism group the simple group PSL(2,7) of order 168. Klein found the
model X3Y +Y3Z + Z3X = 0 for the unique curve with these properties.
Over the field of eight elements it has the maximal number of 24 rational
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points for a curve of genus 3.

Table 1.1. Deligne-Lusztig curves X/Fg.

Type Unitary Suzuki Ree
X YTy =a"t gyl ty=a® (2l +z). Yyl —y=29(? ),
29—z =z (y? — y).
q q=r? q=2q%>8. q=3q3 > 2T.
g r(r—1)/2 qo(q— 1) 3q0(¢—1)(g+q+1)
N 41 ?+1 P +1
conductor r+2 2q0 + 2 3q0 +3

Serre initiated the construction of curves with many points using class
field theory. This has been a very successful method to show that cer-
tain pairs (N, g) occur as the number of rational points and the genus of a
curve. The actual construction of the curves is in general not straightfor-
ward. Lauter uses class field theory to show the existence of curves with
the parameters of the Deligne-Lusztig curves. In those cases there is a con-
nection between class field theory and BCH codes (Theorem 1.27).

For asymptotic results we need families of curves of increasing genus
such that liminf N;/g; > 0 as g; — oo. For any given family lim sup N; /g; <
/@ — 1 (Drinfeld-Vladuts bound). Asymptotic results were first obtained
by Tsfasman, Vladuts and Zink. They use families of modular curves over
FF, to attain the best possible liminf N;/g; = ¢—1, for ¢ = 2. In subsequent
papers polynomial constructions were given for the codes from these curves.
Garcia and Stichtenoth presented several constructions for optimal towers
that have a short and explicit recursive definition (Table 1.2).

Table 1.2. Recursively defined towers of function fields (F1 = Fq(z1)).

(A)  Fpg1=Fn(znt1) 25y +2ng1 =ah ', on = 2n/an_1 q=1?
(B)  Fnt1=Fu(an+1) @l g +@ip =af/(@i ! +1) g=1£
(C)  Fay1=Falzpy1) i +@+1)m=1 ml(g—1)/(p—1)
(D) Fay1 = Fn(@nt1) Iflll +(z+ 1)t =1 q=1

The towers (A) and (B) are wildly ramified while the towers (C) and
(D) are tamely ramified. An efficient construction of codes in the tower
(A) is given in [70]. In [78], codes are constructed with the field F3 in
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the tower (B). The towers (A) and (B) correspond to Drinfeld modular
curves [27] and the towers (C) and (D) to classical modular curves [25].
Examples are the modular towers X((3") in char = 2 and X¢(2") in char =
3. Klein gives solutions for the modular equations J>(j(7),j(27)) = 0 and
J3(j3(7),4(37)) = 0 in terms of resolvents,

(o), $2(0)) = 0. for ¢a(n) = E”“’; =D —1) =1,
T3(is(n), ¥a(m0)) = 0. for ¢a(n) = (”(’”8)) (n— Do —1) =

such that s(22) = 1)2(2?) for all symmetries of the triangle {1, —1, 00},
and 13(2"%) = 93(23) for all symmetries of the tetrahedron {1,w,w? oc}.
In particular,

z+3
z—1
z+2
z—1

Po(2?) = 1ha(2?), for 2/ =
PY3(2?) = 3(2%), for 2/ =

(1 00,—1 < —1).

(1 < 00,w < w?).

The modular equation is symmetric in its two arguments and so is the
equation (n — 1)(no — 1) = 1 in the variables n,7n9. In the z—plane, a
recursive formula for the modular tower can be achieved by rotating z
before adjoining 7o (as described in Cohn, Iteration and the icosahedron).

;243 2 2
==T° —D(2-1)=1.
2= oo
,_Z2+2 3 3
=Zr< — (B -1)=1.
e
In the variables © = —1/z,y = —1/2¢, the recursive formulas are

142 \?
2

=1
Y +(1—3x)

3
1+
3
=1.
Y +(1—2x)

In char = 3 the first tower X(2") is of type (D), and in char = 2 the second
tower X¢(3") is of type (C).

The equation F,11 = Fn(xnﬂ),xfﬂ + xiy1 = x; + 1+ 1/z; defines
an asymptotically good tower over Fg. It has a generalization to arbitrary
cubic fields.
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1.4.4. Omne-point codes

For a curve with many rational points for a given genus, any choice of
divisor G will give a good code. In many cases, once the degree of G has
been fixed, a convenient choice is a divisor G = mP,, with support at a
single point P.,. The codes Cf(mPy, D) are called one-point codes. It
follows from Lemma 1.38 that the dual code of a one-point code is again a
one-point code if there exists a differential  with divisor (29 —2+n)Ps—D
that has residues equal to 1 at the points Py, Ps, ..., P,. In that case

Ca(mPs,D) =CL((2g — 2+ n —m)Px, D).

For the projective line, for the Hermitian curves, and for the Suzuki curves,
the dual of a one-point code is again a one-point code. For each of these
curves, the divisor D can be chosen to be the set of all rational points mi-
nus the point P,,. For this choice of D, there exists an algebraic function
x € K such that n = [K : F(z)] - ¢ and n = df/f for f = 29 — z.. The
one-point codes can be extended by including the point P, in D. The
modified construction for one-point codes is straightforward and in some
cases the longer codes that are obtained in this way have larger automor-
phism groups.

For the Klein curve X3Y +Y3Z+ 73X = 0, the dual of a one-point code
is in general not a one-point code. The curve has three points Ogy, O1, O2
with XYZ = 0. Let K = L be the canonical divisor class and let
A = Og + O1 + Os. The divisor classes K and 2A are invariant under the
full automorphism group PSL(2,7). The spaces L(m(L — A)) are spanned
by monomials. For the Klein curve over Fg, the codes Cp(m(L — A), D)
are better than the one-point codes on the same curve, are closed under
duality, and have interesting geometric properties.

The space L(mPy) is a subset of the affine ring R = Uy,>0L(mPs) of
rational functions with poles only at P.,. The ring is a finitely generated
F-algebra. If ¢q, ..., ¢, are generators and my, ..., m, are their pole orders
then the set of all possible pole orders is the semigroup A = Zmy + --- +
Zm, C Z The complement Z\A is finite of size g. Especially when r is
small, the ring R can be used for efficient encoding (if the code is a one-
point code) or efficient decoding (using a key equation in standard form if
the dual code is a one-point code, or a key equation in Welch-Berlekamp
form if the code is a one-point code).
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The Hermitian curve over a field F of size ¢? is the curve X/F : y?+y =
291, For every x € T, there are ¢ solutions for y € F. Together with the
point at infinity P, = (0 : 1 : 0) the curve has ¢*+1 rational points. Codes
from Hermitian curves are among the most studied geometric Goppa codes.
The semigroup A of nongaps is generated by {q,q+ 1}.

Lemma 1.44. For an integer a, write a = ag(q + 1) — a1 with 0 < a3 < q.
Then a is a nongap if and only if a1 < ag.

For the Suzuki curve, the semigroup of nongaps is generated by {q, ¢+
90,9+ 2qo, ¢ + 2qo + 1}, and for the Klein curve by {3,5,7}. For Hermitian
one-point codes, the actual minimum distance is completely determined by
properties of the nongaps. We give a first proof based on the following
lemma.

Lemma 1.45. For every point R = (xo,y0) # P, there exists an effective
divisor Er of degree q such that (y — yo) = R+ Er — (¢ + 1)Px and
ErN Py =0.

Theorem 1.46. Let G = K+ (ao(g+1)—a1)Peo, with K = (¢—2)(¢+1)Px
a canonical divisor. Then

ap(g+1)—a1 ifar <ag
ap(g+1)—ag ifar >ag

d(Co(G, D)) = {

Proof. Let Q = Q1+ -+ Q4 and assume that there exists a nonzero
differential w € Q(G — Q) with (w) = G —Q + E,E > 0. Then Q ~
(ao(q + 1) — a1)Px + E. For each point R € E apply the lemma to find
Q+> Er ~ ((ap +degE)(qg + 1) — a1)P». With the first lemma a; <
ap +deg E. O

In this case, it appears natural to formulate the bound for the code
Cq(G, D). The result and the proof depends on G but not on D. Below
we repeat the proof for a code CL(G*, D) which essentially leads us back
to the case of a code Cq(G, D) after making the assumption D ~ nP.,.

Proof. (second proof) We prove the minimum distance bound for the
code Cr(m*Pus, D), where m* = n+2g—2—m =n—ao(q+1)+a;. Assume
that there exists a nonzero f € L(m*Ps — Q'), with (f) = Q"+ E—m* Pw,
E > 0. Then the complement Q@ = D — Q' ~ (n — m*)Ps + E. As in the
first proof, @+ > Er ~ ((ap+deg E)(¢+1) —a1)Px and a1 < ap+degE.

O
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A special case of the theorem can be obtained with Theorem 1.42. Let
A=B=(ap(¢q+1)—q¢)Px,Z =(q—ap—1)Pso,1 < ag < g—1. Then the
code Cq(G, D) with G = (2a9—1)(qg+1)—ap has d = d*+(g—ap—1). This
corresponds to the case G = ((¢ —2)(¢+ 1) + (2a0 + 1 —¢)(g + 1) — ao) P
in the theorem above, with ag > 2a¢9 + 1 — ¢ if and only if ag < ¢ — 1.

For Hermitian one-point codes of length ¢2, the ¢* finite rational points
form a complete intersection with coordinate ring

F[xvy]/(yq +y— ‘rq+17xq2 - iC)
= (2" 0<i<?-1,0<j<q—1).
For the ¢> monomials z%y7 in the vector space basis,

PeD 0 otherwise

Duality can be stated as
S aiyi =0, fori+j<q—1, (i,5) # (0,0~ 1).
PeD

The monomials with i +j < ¢—1, (¢,5) # (0,q — 1) generate but do not
form a basis for the coordinate ring. The set of all ¢ + 1 rational points is
also a complete intersection, with coordinate ring

2
Flz, yl/(y? +y — 2T 2(y” —y)/(y? +y))
= ('Y :0<i<q0<j<q"—q)
For the ¢ + 1 monomials z?y’ in the vector space basis,

Ty =

PeDUP. 0 otherwise.

Duality can be stated as

Z oy =0, fori+j<q-—1.

PED
This is the same duality as that for a summation over all points of the
projective line, and indeed follows from that duality since the points on the
Hermitian curve form a codeword in the code of the point-line graph of the
projective plane [6], [50]. The monomials with i + j < g — 1 generate but
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do not form a basis for the coordinate ring. The tables give the monomial
basis for each of the two coordinate rings when ¢ = 3.

-1 yy
110 4 8
c | 3 711
2| 610 14 -1y v vyt y°|yf
w1011 110 4 812 16 20| 24
T3 1630 |3 7 11|15 19 23|27
515 10 23 22| 6 10 14| 18 22 26| 30
6|18 92 26 239 13 17| 21 25 29| 33
27|21 25 29
25 | 24 28 32

The coordinate ring F[z, y] of the Hermitian curve itself is often considered
as an F[x] algebra with free basis {1,%,...,y9~}. For one-point codes of
full length ¢ + 1, the ring F[z, y] may be considered as an F[y] algebra with
free basis {1,z,...,z%}.

1.4.5. Two-point codes

Let X be a curve and let P, Py be distinct rational points. A two-point
code is defined with a divisor G = aP + bFPy. For the rational function
field F(z) let Py, be the simple pole of x and Py the simple zero of . Then,
for a+b > 0, L(aPx + bPy) = (x7°,...,2%). Thus, two-point codes are
to one-point codes what BCH codes are to narrow sense BCH codes. The
larger class of codes contains some codes that are better without giving
up the advantages of efficient encoding and decoding. The subsemigroup
H(Px, Py) of N x N was introduced in 1985 by Joe Harris. It consists of
all ordered pairs (a,b) such that there exists a rational function on X with
polar divisor aPs, +bFy. It generalizes the subsemigroup H (P,) of N. The
complement G(Ps) = N\H(P4) of gaps at Py is of size g. The size of the
complement G(P, Py) = N x N\H (P, Py) does not depend on the genus
alone. For the questions that we are interested in we extend H (P, Fo) to
the subsemigroup of Z x Z of nongaps at P, and Py. Thus

H(Ps,Py) = {(a,b) €Z X Z:
3f € L(aPx + bPy)|ordp,, = —a,ordp, = —b}.

The semigroup is contained in the halfplane a + b > 0, but not in the first
quadrant. The complement G(Puo, Py) = Z x Z\H(Ps, Po) is contained
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in the halfplane a + b < 2g — 1. We extend the definition of the set I' by
Kim [51] to the subsemigroup of the full integer plane.

I'Ps, Po) = {(a,b) € H(Ps, Po) :
for given a, b is minimal with (a,b) € H(Px, Py)}.

Proposition 1.47. The set ' is defined as the graph of a function o :
Z — 7. The function o is a permutation of the integers. If f is a nonzero
rational function with (f) = m(Py— Px) then o is determined by ils images
on a set of representatives for the integers modulo m.

Proof. The pair (a,b) is in I'(Px, Po) if and only if L(aPx + bPy) #
L((a —1)Px +bFy) and L(aPsx + (b —1)Py) = L((a — 1)Ps + (b — 1) )
it and only if L(aPs + 0Fy) # L(aPs + (b — 1)Fy) and L((a — 1)Px +
bPy) = L((a — 1)Ps + (b — 1)Py). That is, for given b, a is minimal with
(a,b) € H(Ps, Py). Clearly, if (a,b) € T then (a +m,b—m) € T. O

We call the ordered pair (a,b) € T a discrepancy pair. A pair of integers
(a,b) is a nongap if and only if the discrepancies (a,b’) and (da’, ) satisfy
b <bandd <a.

Lemma 1.48. For two rational points P, Py on the Hermitian curve y? +
y = x7"! over F2, there exists f with (f) = (¢ + 1)(Po — Px). The set of
discrepancies

I'NPs, Po) = {(ao(g+1) —a1,—ao(qg+ 1)+ a1q) : ap € Z,0 < a1 < ¢}

Proof. It suffice to consider ag = 0,a; = 0,1,...,q. The minimal choices
correspond to functions (y/x)® with order —a; at Py and ga; at Py =
(0,0). O

Lemma 1.49. Write (a,b) € Z X Z as (ao(q + 1) — a1,bo(¢ + 1) — b1)
with ag,bp € Z and 0 < ay,b1,< q. Then (a,b) is a nongap if and only if
ai,br < ag + bo.

The following result was first obtained, in a different formulation and

with a different proof, by Homma and Kim. We state the result as formu-
lated by Beelen [3] and Park [65].

Theorem 1.50. Let G = K + aP +bFPy > K + Py + Py, where K is the
canonical divisor, and write

a=aog(qg+1)—a;, 0<a <gq,
b:bo(q+1)—b1, 0<b <gq.
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Let d = d(Cq (G, D)) and let d* = deg(G) — (29 —2) = a+ 0.

1) ar,b1 < ag+ by, d=d*.
2a) b1 <ag+by <aq, d:d*+a1—(a0+bo).
2b) a1 <ag+by < by, d=d"+ by — (ap + bo).

ag+by <ay <by and a1 < q, d=d*+a1+b1—2(a0+bo),
ag+by < by <ay and by < q d:d*—|—a1+bl—2(a0—|—b0).
a0—|—b0§a1:b1:q d:d*+q—(a0+b0).

A~ S S S~
w
S
=

= o
- >
=

Proof. Let H=(q+ 1)P. For ag+by < ap+by+7r <ai,

G+ P =((ao+bo+7)H —a1Px) + (¢ =1 —1)H — qPoc — b1 )
is the sum of two gaps. For ag 4+ by < ag + by + s < by,

G+ P =((q—1—-5)H —qPx) + ((ag +bo + s)H — a1 Psc — b1 Fy)

is the sum of two gaps. Applying the coset bound Theorem 1.6 repeatedly,
as in Theorem 1.7, gives a lower bound for the minimum distance that
adds the number of pairs of gaps to the designed distance. The first group
of pairs adds a; — (ap + bp) to cases (2a,3a,4). The second group adds
b1 — (ap+bo) to the case (3a). The cases (2b) and (3b) follow by symmetry.

O

1.4.6. FError correction

For algebraic decoding it is important to have triples of codes A, B,C
with Y a;b,c; =0 for alla € A,;b € B,c € C. For a choice of error-locating
code A = C(F, D), the general formats we use are

(1) A=CL(F,D) B=CL(G~F,D) C=Cqa(G,D).
(2) A=CL(F,D) B=Cqa(G+F,D) C=CL(G,D).

The direct application of Theorems 1.8 and 1.9 to geometric Goppa codes
is as follows. For ¢ € C, let y = ¢ + e be a received word such that e is
nonzero in the error positions Q = Q1 + ... + Q;. For dim A > ¢, there
exists a nonzero f € L(F — @), i.e. a nonzero function that vanishes in
the error positions. The function f is obtained as a solution to the key
equation.

(1) Find £ € L(F) = X, F(P)g(P s = 0, ¥g € L(G — F).
(2) Find f € L(F),he L(G+ F) : f(P)y; = h(B;), fori =1,2,...,n.



Algebraic Geometry Codes: General Theory 35

The key equations produce a nonzero f € L(F — @) from which the code-
word ¢ can be uniquely decoded if

(1) L(F-Q)#0 and QG—-F-Q)=0.
(2) L(F-Q)#0 and L(G+F+Q—D)=0.

Two codes Cq(G, D) and C(G*, D) are equal if G+ G* = (n) + D, for a
suitable differential n that depends on D but not on G and G*. The two key
equations are equivalent and lead to algorithms with the same performance.
In particular, using the first with G and the second with G* = (n)+ D — G
leads to similar conditions for decoding the same codes.

Theorem 1.51. (Basic algorithm) In both key equations, a choice of F' with
deg F' = g+t will correctly decode a received word with t < (d* —1)/2—g/2
errors.

Proof.

(1) deg(G—F—Q) = 29—2+d*—g—2t>2g—2.

(2) deg(G+F+Q—D) = g+2t—d* <0. 0

If decoding fails with the divisor F' because L(F — )) = 0 then with
little extra computational cost decoding can be attempted with the updated
divisor F' + P.,. For this process it is important that

() LF-Q)=0 = Q(G—F— Py —Q)=0.
(2)L(F-Q)=0 = L(G+F+ Py +Q—D)=0.

Lemma 1.52. For a pair of divisors A and B with deg B < dim L(A+ B)
L(B)#0 = L(A) #0.

Proof. Assume L(B) # 0. Replacing B with an equivalent effective di-
visor if necessary, dim L(A + B) < dim L(A) + deg B, and thus L(A) # 0.
U

Theorem 1.53. (Modified algorithm) In both key equations, the implica-
tions necessary for updating the key equation from a choice F to a choice
F + P hold when

t<(d*—1)/2+ (dim L(E) — 1) —deg E/2,

where (1) E =K — G+ 2F + Py, or (2) E=G+2F + P, — D.
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With the Riemann-Roch theorem, the defect is the same for F and for
K - FE,

deg (E)/2 — (I(E) — 1) = deg(K — E)/2— (I(K — E) — 1).

A divisor is called special if both L(E) # 0 and L(K — E) # 0. Clifford’s
theorem gives that the defect is nonnegative when E is a special divisor.

For the Hermitian curve K ~ (29 — 2)Ps, and D ~ nP. For one-
point codes with odd designed distance d* = 2t + 1, if F' goes through
tPs, ..., (t+g)Ps then up to equivalence F goes through (1) K,...,2P4,0
or (2) 0,2P,..., K.

Theorem 1.54. The modified algorithm for one-point Hermitian codes
from the curve y? +y = x9T% corrects any number of errors t < (d* —

1)/2—q(q—2)/8.

For the case ¢ = 4, the defect is one and we present an example where
an error of size t = (d* — 1)/2 is decoded as an error of size ¢t + 1 in the
same coset.

Consider X /F16 : y* +y = 2°. The evaluation of

F=a%y+ 2%y + 2% + 2Ty? + 28 + 258 + 2 + 2%
+x4y2+a:4+a:3y3+x3+x2y3+my3+m+y3
gives a word ¢ = (¢1,...,¢C23,0,...,0) € CL(41P, D) of weight 23. The
nonzero positions lie on the lines
l:z=a’ ly:z=a'", by y=(z+1),

ly:y=0a(x+1), ls:y=aC(z+1).
Let

Q1= (01— Psxo) + (la — Poo) + (€3 — (0,1)) ~ 13P — (0,1).
Q2 =Lls+ 05+ (0,1) ~ 10P + (0,1).

The vanishing ideals for ()1 and Q2 are generated by

Ql:($5+y4+yaf1:$2y—|—'-- 7g1:x6+...)’
QQl(x5+y4+y,f2:x2y2—|—-.. ,92:y3+...).
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Ly vy yty’ oS Ly yt Yy
1l——— — — + + Ll——— 4+ + 4+ +
T|——— -+ 4+ + Tl-—+ 4+ + + +
=+ + + + + + ==+ + + + +
Pl-+ 4+ ++++ Bl — 4+ + + + +
dl-+++++ 4+ - -+ ++++ -
If the word ¢ = (c1,...,¢03,0,...,0) is received as (cy,...,c12,0,...,0),

with errors in the eleven positions corresponding to ()2, then the modified
algorithm finds the smallest error-locating function fi for @1 before it finds
the smallest error-locating function fo for @2, and the word is decoded
as the allzero word. Among the functions that solve the key equation,
there are functions with leading monomial 22y, 23y, z*y that locate Q1 and
functions with leading monomials zy?, 33, xy3, y* that locate Q2. Assuming
that the codeword is of the form s - 2%y + ---, for a given s € F, we can
add one more constraint to the key equation. The functions with leading
monomial 22y, 23y, z*y remain valid only when s = 0. The functions with
leading monomials zy?,y3, zy>, y* remain valid only when s = 1. None of
the seven functions remains valid when s # 0, 1. The number of errors ¢ is
therefore at least 11 if s = 1, at least 12 if s = 0 and at least 15 if s #0, 1.
The decoder should therefore first explore the case s = 1 which in this case
leads to the closest codeword.

Lyy?y®y* y® o vty yt iy oyt
1011101 1- 1 —— =77 4+ 4+ --
{1101 0 0 s?- rl—— 7 7 4+ 4+ + -
22000 1 1 0 22—+ + + + + -
23000 0 1 . 27+ +++ +
2010 1 1 . 2= ? + + + + +

1.4.7. Secret reconstruction for algebraic-geometric LSSSs

An ideal F-linear secret sharing scheme ¥ = ¥4 (II) on the set of players
{1,2,...,n} is defined as an F-linear map Il : E — F"*1. For x € E, the
values 71 (), ..., T, (z) € F are the shares of the secret value mo(z) € F. We
recast the main properties of a linear secret sharing scheme in the language
of geometric Goppa codes. We also show that every geometric Goppa code
can be decoded up to half the designed distance.
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Let X/F be a curve. Let P = {Pi,..., P,} be a set of n rational points
and let Py be a fixed rational point not in P. For a choice of divisor G,
define an algebraic geometric LSSS ¥ = X(G, P) with the F—linear map
ar : L(G) — F*"*1. For f € L(G), the values f(P1),...,f(P,) € F are
the shares of the secret value f(FPp) € F.

Lemma 1.55. For G of degree deg G = 2g + t, the AG-LSSS Xo(G,P)
rejects any subset of size at most t and accepts any subset of size at least
t+2g+ 1.

Proof. A subset A = {Q1,...,Q,} C P is unqualified if and only if
L(G — A) # L(G — A — Py). The latter holds for all a < ¢ and fails for all

a>t+29+1. O
For a different proof, that uses Riemann’s Theorem, let fo,..., f; €
L(G — Q1+ — @) be functions with increasing orders of vanishing at Py

in the range {0,...,2¢}. And let ho,...,hy € L(2gP,) be functions with
increasing pole order at Py in the range {0,...,2¢9}. By the pigeonhole
principle there exist f; and g; such that f;g; is a unit at Fy.

For a proof that uses Riemann’s theorem in combination with Theorem
1.14, let fo, f1,. .., fg++ € L(G) be functions with increasing orders of van-
ishing at Py in the range {0, ...,2¢+t}. Andlet go,...,gg++ € L((29+1t)Fo)
be functions with increasing pole order at Py in the range {0,...,2g+t}. By

the pigeonhole principle there exist subsequences fj,..., f{ and g¢{,...,g;
such that

fi*9g; € L(G - FR) fori+j <t.

fi*g;€ L(G\L(G - Py) fori+j=t.

Now apply Theorem 1.14. The last proof shows that in special cases the
rejection threshold can be higher depending on the vanishing orders at Py
of the divisor G. The following theorem appears in [9].

Theorem 1.56. For a divisor G of degree deg G = 2g +t, and for a set of
rational points P of size n, the AG-LSSS ¥0(G,P) is multiplicative inn—t
positions (resp. strongly multiplicative) if 3t < n — 4g (resp. 3t < n — 6g).

Proof. A subset of n — t players can interpolate the product fg of two
functions f,g € L(G) if 2deg G < n — t, that is if 3t < n — 4¢. Unqualified
subsets for X are of size at most ¢+ 2g. Strong multiplication is guaranteed
if the dual code C(G', D+ Py) of C1(2G, D + Py) rejects all subsets of size
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t + 2¢g. This is the case if degG' =n+ 1+ 29 — 2 — 2deg G > 4g + t, that
is if 3t < n — 6g. O

The theorem shows that for a curve X/F of genus g with N rational
points, and for 3t+4g < n < N —1, there exist linear secret sharing schemes
¥ = ¥y(G,P) on n participants such that

- ¥ reject all subsets of size ¢, and
- ¥ reconstructs products of secrets from any n — ¢t products of shares.

One of the main results in [9] is that efficient linear secret sharing schemes
for an increasing number of participants can be constructed over a small
base field using asymptotically good families of curves.

Strong multiplication can be realized with the weaker bound 3t+4g < n
by choosing the divisor G of degree 2g + t such that X¢(G, P) is trilinear,
i.e. such that Cr(G, D + P) is essentially orthogonal to Cr,(2G, D + P).
This gives the following generalization of a Shamir secret sharing scheme
(Theorem 1.18).

Theorem 1.57. For a divisor G such that there exists a differential n with
(n) =3G — D — Py, the AG-LSSS Yo(G, P) is trilinear.

We give such a choice for the Hermitian curve X /Fi6: Y*Z+Y Z = X°.
It has 65 rational points that form a complete intersection X = P with a-
invariant a« = ¢ — 1 = 15. The LSSS ©(C) defined with the Reed-Muller
code C = RM(v =5, X = P) is trilinear. The Reed-Muller code is equiva-
lent to a geometric Goppa code defined with a divisor G ~ 5L. The curve
has parameters N = 65 and g = 6, the code C' is of type [65,20,40], and

the scheme Y (C') has parameters n = 64 and ¢ = 13.

For a LSSS Yo(G,P) with degG < n — (2t + 1), any two vectors of
shares differ in at least 2t 4+ 1 positions. If at most ¢ shares are corrupted
then it is a priori possible to detect the corrupted shares and to determine
their correct value. The assumption 4g + 2t = 2deg G < n — t that is used
for schemes that are multiplicative in n — t positions corresponds to the
much weaker deg G < n — (2t + 1) — 2g.

For a LSSS (G, P) with degG < n — (2t + 1) — 2g, correcting ¢
corrupted shares is straightforward with the key equation in Theorem 1.10.
Let (s1,...,sn) be a vector of possibly corrupted shares that differs in at



40 I.M. Duursma

most ¢ positions from the vector (f(Py),..., f(Py)), for f € L(G). After
choosing a suitable divisor F', we solve for g € L(F) and h € L(G+ F) such
that g(P;)s; = h(P;) for i = 1,...,n. The function f is recovered as f =
h/g. The procedure succeeds if the corrupted positions @ = Q1 + ... + Q¢
satisfy

L(F-Q)#0 and L(G+F+Q—-D)=0.

The conditions hold for ¢t + g < deg F' < ¢ + 2g. The choice deg F =t + g
gives a key equation with smallest number of variables and this is the most
efficient choice. For F of degree deg F' = t+3g/2, both conditions hold with
deg @ = t+g¢/2. This choice corrects the largest number of corrupted shares.
For deg F' = t + 2¢, and in particular for F = G, only up to ¢ corrupted
shares can be corrected but there exists a solution for g with g(Py) # 0
and in that case the secret can be recovered as f(Py) = h(FPo)/g(Po). The
last choice corresponds to the reconstruction procedure in [12] for a general
LSSS. The constraint g(Pp) # 0 is not needed for an AG-LSSS if we evalu-
ate the secret as f(Py) = (h/g)(FPo)-

To correct t corrupted shares in a LSSS ¥ = ¥4(G,P) with degG <
n — (2t 4+ 1), we use the procedure in Theorem 1.17. The procedure makes
use of two schemes ¥/ = Xo(F,P) and " = Xo(F*, P) such that Cp(F +
F*, P+ P) is orthogonal to Cr(G,P + Fy). Let f € L(G). If (s1,...,5n)
is a vector that differs from the vector (f(P1),..., f(P,)) in the positions
Q = Q1+ ...+ Q, then the procedure returns the correct value for f(Pp)
if

L(F~Q) #L(F~Q~Py) and L(F*~Q)#L(F*~Q—P).

If one of the conditions fails the procedure may not return a value. An
incorrect value is returned only if

L(F-Q) =L(F-Q-P) and L(F"-Q)=L(F —Q- Py).

Theorem 1.58. Let C = CL(G,P) be a geometric Goppa code of length
n with divisor G of degree degG = n — (2t + 1). Let Py be a point not in
P. For f € L(G), let (s1,...,sn) be a vector that differs in no more than t
positions from the vector (f(P1),...,f(Pn)). Among the values for f(Pp)
that are returned by the reconstruction procedure when it is applied with
F =1tPy,...,(t+2g9)Py, the correct value for f(Py) outnumbers any other
value.
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Proof. dimL((t+29)Py — Q) —dimL(tPy —Q — Py) =g+ 1. For F =
tPo, ..., (t+2g) P, the condition L(F—Q) # L(F—Q—Fp) holds g+1 times
and fails g times. The matching divisor F™* similarly meets the condition
L(F* - Q) # L(F* — Q — P) exactly g + 1 times and fails it g times.
With the pigeonhole principle, both conditions hold, and the correct value
is returned, at least once. Moreover, the number of times that an incorrect
value is returned is at most the number of times that both conditions fail
which is one less than the number of times that both conditions hold. O

1.4.8. Wezight distributions

Weight distributions of linear codes are in general hard to determine.
The extra structure of geometric Goppa codes makes it possible to approach
their weight distribution as a distribution problem of effective divisors over
divisor classes and to benefit from the group structure on the divisor classes.
For a code Cr(G, D) with injective encoding map L(G) — Cr(G, D),
words of weight w correspond to functions in L(G) with n — w zeros in
D. The correspondence between nonzero words of weight w and effective
divisors in the class of G that intersect D in n — w points is (¢ — 1)-to-one.
Thus, in order to determine weight distributions, we may consider all effec-
tive divisors of a given degree that intersect D in a given number of points
and their distribution over the finitely many divisor classes of that degree.

The main tools for pursuing the above approach are zeta functions,
to study divisor distributions, and Fourier analysis over the finite group
of divisor classes of degree zero. In this section we show that the weight
distributions of the codes C,(G, D), where G runs over a full set of inequiv-
alent divisors G1,Gs, - , G}, of the same degree, have an average weight
distribution that depends only on the zeta function of the curve and the
degrees of the divisors G and D. The error terms for each individual weight
distribution are controlled by the L — series L(T, x), where x = x1,.--,Xh
is an unramified character of the function field.

Let K = F(X) be the function field of X and let Px be the set of all the
places of K. The group of divisors D(K) is the free abelian group generated
by the set of places Px. The principal divisors (f), for a nonzero f € K,
form a subgroup P(K) of D(K). The quotient D(K)/P(K) is the divisor
class group C(K). The group C(K) is finitely generated of the form I" x Z.
The finite torsion subgroup I is the group of divisor classes of degree zero.
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The set of places Pk generates the semigroup of effective divisors E(K).
For a fixed divisor class E of degree one, let

L(T)=> > |(g+aE)n E(K)| X9T*
a>0 gel

be a generating function for the number of effective divisors in the divisor
class g+ aE. Let {e, : x € I'} be a basis of primitive idempotents for CT',

1
=5 > x(—g9)Xx,
gel’
so that X9e, = x(g)ey. Define coordinate functions L(T,g), L(T,x) €
C[[T]] via

L(T) =Y L(T,9)X* =Y L(T,x)ey.

The function L(T,g) is a generating function for the number of effective
divisors in the divisor class g + aFE, for a > 0. The function L(T, ) is a
Dirichlet L-series for a Dirichlet character of trivial conductor. For a non-
trivial character x, L(T, x) is a polynomial of degree 2g — 2 with cyclotomic
integer coefficients. For the trivial character xo, L(T, xo) = Z(T) is the zeta
function of the curve. For a rational place P, let gp+ E be the divisor class
of P, for gp € T'. For a subset P of rational places, define

AT) = J] 1+ Xx9°T) € CI[1],
PcP

with coordinate functions

AT)=> MT,9)X=> AT, x)ey.

g X

Theorem 1.59. The distribution over divisor classes of effective divisors
that contain precisely a given number of elements from P is given by

AU, T)=L(TYA(U - T) € CT[U|(T).

The coordinate function A(U,T,qg) € C[U][[T]] is the generating function
for the number of effective divisors in the divisor class g + (i + j)E with
precisely i elements of P in the support.

Proof. The generating function L(T") has an Euler product decomposi-
tion. The contribution of P € P to A(U,T) is, with g = gp,
1+ X9U-T)

=1+ X9U + X?9UT + X39UT? + - - - .
x0T + + + +
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Hence the variable U keeps track of the precise number of places P € P
that contribute to a term of A(U,T). O

To compute weight distributions with the theorem we compute the co-
ordinate functions A(U, T, x) = L(T, x)A(U — T, x) on the basis of idempo-
tents and apply an inverse Fourier transform to recover coordinate functions
A(U,T, g) for A(U,T). The top row in the table below gives the weight dis-
tribution for a code of type [24,16, 7] over Fs constructed with the Klein
curve. The method outlined here produces the weight distributions for all
2744 = 143 codes of type [24, 16] on the Klein curve. For the code and its
dual, only the weights below the Singleton bound are listed. Using only
the contribution of the trivial character xy = xo gives the average weight
distribution for codes defined with inequivalent divisors of the same degree.

1 1 .
T §A(U7 T,g) = mZ(T)(l +U—-T)"

Table 1.3. Weight distributions for the 2744 distinct
[24,16,> 6] codes on the Klein quartic over Fg.

~ Small weights 7Small dual weights
# As Az Ag Aﬁ Af‘S Af—6
1 0 2520 37620 696 4200 11340

7 52 2184 38643 852 3720 11907
24 35 2170 38709 672 4329 11753
24 56 2138 37968 707 4469 10846

168 38 2167 38642 683 4312 11752
168 60 2131 37896 745 4278 11276
168 47 2190 38106 735 4212 11544
168 53 2136 38340 747 4167 11643
126 52 2104 38430 692 4404 11378
126 40 2176 38280 660 4484 11336
252 60 2060 38537 729 4246 11718
504 48 2140 38288 692 4374 11506
504 49 2154 38336 731 4222 11558
504 46 2165 38348 717 4272 11478

avg 49.1 21442 38328.1 714.7 4288.5 11525.2

Computed as an inverse Fourier transform of the unramified
L—series of the curve.
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1.5. Bibliographic notes

There are many textbooks for coding theory, including [4], [48], [55], [57].
The books [5], [36], [44], [49], [54], [62], [68], [71], [72], [75], [77], [79], as well
as the survey chapters [10], [42], [45], [47], discuss algebraic geometry codes,
each with a distinct approach and emphasis. We give a few more references
for the topics discussed in this chapter. Roos bound for the minimum
distance [22], Linear secret sharing schemes [12], Weight distributions and
codes over extension fields [21], [76], Dual BCH codes [20], [32], [69], Codes
from the Klein and Suzuki curves [8], [17], [33], [39], [61], Floor bound
[7], [58], [56], Explicit towers [1], [11], [25], [30], [31], [59], [70], [78], One-
point codes [29], [52], [80], Two-point codes [2], [3], [46], [51], [60], [65],
Error correction [13], [23], [37], [38], [66], Secret reconstruction for algebraic-
geometric LSSSs [9], [10], [14], Weight distributions [18].
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