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Chapter 1

LINEAR COMPLEXITY AND RELATED
COMPLEXITY MEASURES

ARNE WINTERHOF

Johann Radon Institute for Computational and Applied Mathematics,
Austrian Academy of Sciences,

Altenbergerstr. 69, 4040 Linz, Austria
arne.winterhof@oeaw.ac.at

The linear complexity of a sequence is not only a measure for the
unpredictability and thus suitability for cryptography but also of interest in
information theory because of its close relation to the Kolmogorov complexity.
However, in contrast to the Kolmogorov complexity the linear complexity is
computable and so of practical significance.

It is also linked to coding theory. On the one hand, the linear complexity
of a sequence can be estimated in terms of its correlation and there are strong
ties between low correlation sequence design and the theory of error-correcting
codes. On the other hand, the linear complexity can be calculated with
the Berlekamp–Massey algorithm which was initially introduced for decoding
BCH-codes.

This chapter surveys several mainly number theoretic methods for the
theoretical analysis of the linear complexity and related complexity measures
and describes several classes of particularly interesting sequences with high
linear complexity.

1.1. Introduction

A sequence (sn) of elements of the finite field Fq of q elements is
called a (homogeneous) linear recurring sequence of order k if there exist
c0, c1, . . . , ck−1 in Fq, satisfying the linear recurrence of order k over Fq;

sn+k = ck−1sn+k−1 + ck−2sn+k−2 + · · · + c0sn, n = 0, 1, . . . . (1.1)

Now let (sn) be a sequence over Fq. One can associate to it a non-
decreasing sequence L(sn, N) of non-negative integers as follows: The linear
complexity profile of a sequence (sn) over Fq is the sequence L(sn, N),
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N ≥ 1, where its Nth term is defined to be the smallest L such that a
linear recurrence of order L over Fq can generate the first N terms of (sn).
We use the convention that L(sn, N) = 0 if the first N elements of (sn) are
all zero and L(sn, N) = N if the first N − 1 elements of (sn) are zero and
sN−1 �= 0. The value

L(sn) = sup
N≥1

L(sn, N),

is called the linear complexity over Fq of the sequence (sn). For the linear
complexity of any periodic sequence of period t one can easily verify that

L(sn) = L(sn, 2t) ≤ t.

Linear complexity and linear complexity profile of a given sequence (as
well as the linear recurrence defining it) can be determined by using the
well-known Berlekamp–Massey algorithm, see Sec. 1.3. The algorithm is
efficient for sequences with low linear complexity and hence such sequences
can easily be predicted. One typical example is the so-called “linear
generator”

sn+1 = asn + b, (1.2)

for a, b ∈ Fq, a �= 0, and some initial value s0 ∈ Fq, which satisfies L(sn) ≤ 2.
The expected values of linear complexity and linear complexity profile

show that a “random” sequence should have L(sn, N) close to min{N/2, t}
for all N ≥ 1, see Sec. 1.4.

Two types of problems concerning linear complexity and linear
complexity profile are of interest. One would like to construct sequences
with high linear complexity (and possibly with other favorable properties).
We illustrate such constructions. One would also like to find lower bounds
for widely used sequences in order to judge whether it is reasonable to
use them for cryptographic purposes. We present lower bounds and exact
values of the linear complexity (profile) of many interesting sequences
in Sec. 1.5.

Several other quality measures for sequences in view of different
applications are closely related to linear complexity including the k-error
linear complexity and the correlation measure of order k. We give an
overview on these measures and their relations to linear complexity
in Sec. 1.6.
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1.2. Background

The Kolmogorov complexity is the central topic in algorithmic information
theory. The Kolmogorov complexity of a binary sequence is, roughly
speaking, the length of the shortest computer program that generates
the sequence. The relationship between linear complexity and Kolmogorov
complexity was studied in [5, 69]. Kolmogorov complexity and linear
complexity are the same for almost all sequences over F2 of sufficiently
(but only moderately) large length. In contrast to the linear complexity, the
Kolmogorov complexity is in general not computable and so of no practical
significance. The linear complexity (profile) is not only of theoretical
interest, but can also be obtained algorithmically with the Berlekamp–
Massey algorithm, see Sec. 1.3, which was initially introduced for decoding
BCH-codes.

Mainly, the linear complexity (profile) is an important cryptographic
characteristic of sequences (see the monographs and survey [9, 49, 50, 52,
56, 66]). A low linear complexity profile has turned out to be undesirable
for cryptographical applications as stream ciphers.

Example 1.1 (Stream Cipher). We consider a message m0, m1, . . .

represented as a sequence over Fq. In a stream cipher each message symbol
mj is enciphered with an element xj of another sequence x0, x1, . . . over Fq,
the key stream, by

cj = mj + xj .

The cipher text c0, c1, . . . can be deciphered by subtracting the key stream

mj = cj − xj .

The security of such a stream cipher depends on the unpredictability of
the key stream. Since a sequence of small linear complexity is highly
predictable, a high linear complexity of the sequence (xn) is necessary (but
not sufficient).

Sequences with low linear complexity are shown to be unsuitable
for some applications using quasi-Monte Carlo methods as well (see [51–
53, 66]). The following example describes a typical quasi-Monte-Carlo
application.

Example 1.2 (Quasi-Monte-Carlo Calculation of π).

(1) Choose N pairs of a sequence (xn) in [0, 1)

(xn, xn+1) ∈ [0, 1)2, n = 0, . . . , N − 1.
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(2) Count the number K of pairs (xn, xn+1) in the unit circle.
(3) Approximate π by 4K

N .

Note that sequences in [0, 1) can easily be derived from sequences over Fq,
see Sec. 1.7.

In [8] the linear complexity profile of a given binary sequence is
estimated in terms of its correlation measure of order k which was
introduced by Mauduit and Sárközy [38] and is closely related to its
autocorrelation, see Sec. 1.6.4. There are strong ties between low correlation
sequence design and the theory of error-correcting codes, see [27]. Good
error-correcting codes very often correspond to a sequence with low
correlation (and large linear complexity).

1.3. The Berlekamp–Massey Algorithm

The proof of the following Theorem contains the Berlekamp–Massey
algorithm (see [4, 35] and also e.g. [30]).

Theorem 1.1. If L(sn, N) > N/2, then we have

L(sn, N + 1) = L(sn, N).

If L(sn, N) ≤ N/2, then we have either

L(sn, N + 1) = L(sn, N),

or

L(sn, N + 1) = N + 1 − L(sn, N).

Proof. Put L := L(sn, N). Then there are c0, . . . , cL−1 ∈ Fq with

sn+L = cL−1sn+L−1 + · · · + c0sn, 0 ≤ n ≤ N − L − 1.

If the same recurrence holds for n = N − L as well then we have
L(sn, N + 1) = L(sn, N). Otherwise put

λ := sN − cL−1sN−1 − · · · − c0sN−L �= 0.

Put an := sn for n = 0, . . . , N − 1 and aN := sN − λ, so we have

N + 1 = L(sn − an, N + 1) ≤ L(sn, N + 1) + L(−an, N + 1)

= L(sn, N + 1) + L(an, N + 1) = L(sn, N + 1) + L(sn, N).
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Hence we have

L(sn, N + 1) ≥ max(L(sn, N), N + 1 − L(sn, N)).

The equality is proven by induction. For N = 1, the equality is obvious and
we assume N > 1.

If L(sn, N) = L(sn, N − 1) = · · · = L(sn, 1) = 0, then we have sn = 0
for 0 ≤ n ≤ N − 1. Since sN �= 0 we get L(sn, N + 1) = N + 1.

If L(sn, N) = L(sn, N − 1) = · · · = L(sn, 1) = 1, then is sn+N =
sNs−1

0 sn the desired linear recurrence.
We may assume that there is 1 ≤ M ≤ N − 1 with

L(sn, N) = L(sn, N − 1) = · · · = L(sn, M + 1) > L(sn, M).

By induction we have L(sn, M) = M + 1 − L. Let

sn+M+1−L = dM−Lsn+M−L + · · · + d0sn, 0 ≤ n ≤ L − 2,

and put

µ := sM − dM−LsM−1 − · · · − d0sL−1 �= 0.

If L > N/2 then

sn+L = cL−1sn+L−1 + · · · + c0sn

+ λµ−1(sn+M−N+L − dM−Lsn+M−N+L−1 − · · · − d0sn−N+2L−1),

0 ≤ n ≤ N − L,

is a linear recurrence of order L, and if L ≤ N/2 then

sn+N+1−L = cL−1sn+N−L + · · · + c0sn+N−2L+1

+ λµ−1(sn+M−L+1 − dM−Lsn+M−L − · · · − d0sn),

0 ≤ n ≤ L − 1,

is a linear recurrence of length N + 1 − L for the first N + 1 sequence
elements. �

The proof is constructive and provides an algorithm for the calculation
of the linear complexity profile including the corresponding linear
recurrences.
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Example 1.3. Consider the finite sequence (s0, . . . , s9) = (1101011101)
over F2. Then we have

N L(sn, N)
1 1 −−−
2 1 sn+1 = sn

3 2 sn+2 = sn+1 + sn or sn+2 = 0
4 2 sn+2 = sn+1 + sn

5 3 sn+3 = sn+1 or sn+3 = sn+2 + sn

6 3 sn+3 = sn+1

7 4 sn+4 = sn+1 + sn or sn+4 = sn+3 + sn

8 4 sn+4 = sn+1 + sn

9 5 sn+5 = sn+4 + sn+3 + sn+2 + sn+1 + sn

or sn+5 = sn+3 + sn+2

10 5 sn+5 = sn+4 + sn+3 + sn+2 + sn+1 + sn.

1.4. The Expected Value of the Linear
Complexity Profile

In this section, we show that for a “random” sequence (sn) the value
L(sn, N) is close to N/2.

Lemma 1.1. If L(sn, N) ≤ N/2 then there is a unique linear recurrence
of shortest length for the first N sequence elements of (sn), i.e. for L :=
L(sn, N) the coefficients c0, . . . , cL−1 ∈ Fq in (1.1) are uniquely defined.

Proof. Assume we had two different linear recurrences of the form (1.1)
for the first N sequence elements of (sn) with coefficients c0, . . . , cL−1,
respectively, d0, . . . , dL−1. Put

k := max{j | cj �= dj},
such that 0 ≤ k ≤ L − 1. Comparing the right hand sides in (1.1) yields

(c0 − d0)sn + · · · + (ck − dk)sn+k = 0, 0 ≤ n ≤ N − L − 1.

Since ck−dk �= 0 this is a linear recurrence of order k for the first N−(L−k)
sequence elements of (sn) and thus

L(sn, N − (L − k)) ≤ k. (1.3)

Hence, L(sn, N − (L − k)) < L(sn, N) and there exists a smallest positive
index j ≤ L−k with L(sn, N − (L−k)+ j) > L(sn, N − (L−k)). Applying
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the second part of Theorem 1.1 gives

L(sn, N − (L − k) + j) = N − (L − k) + j − L(sn, N − (L − k)).

From (1.3) and L ≤ N/2 we get

L(sn, N − (L − k) + j) ≥ N − L + j ≥ N

2
+ j.

Since N−(L−k)+j ≤ N we have L(sn, N) = L ≥ N/2+j in contradiction
to L ≤ N/2. �

Let A(N, L) be the number of finite sequences s0, . . . , sN−1 ∈ Fq of
Length N with L(sn, N) = L.

Lemma 1.2. We have

A(N, 0) = 1

and

A(N, L) = (q − 1)qmin(2L−1,2N−2L)

for 1 ≤ L ≤ N .

Proof. We prove the result by induction. It is trivial for N = 1. We assume
the assertion for N and derive the formula for N + 1.

First we consider the case L := L(sn, N + 1) ≤ (N + 1)/2.
By Theorem 1.1, we can have L(sn, N + 1) ≤ (N + 1)/2 only if

L(sn, N +1) = L(sn, N). By Lemma 1.1, we have a unique linear recurrence
to the sequence (s0, . . . , sN−1) with L(sn, N) = L which can be extended
for exactly one choice of sN ∈ Fq. Hence we have

A(N + 1, L) = A(N, L),

and get the result by induction.
If L > (N + 1)/2 then we have by Theorem 1.1

L = L(sn, N +1) = L(sn, N) = · · · = L(sn, L+j) = L+j−L(sn, L+j−1),

and thus L(sn, L+ j − 1) = j with some 0 ≤ j ≤ N + 1−L. Each sequence
(sn) with L(sn, L + j − 1) = j corresponds to (q − 1)qN−L+1−j sequences
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with L(sn, N + 1) = L. Summation over j and induction provide

A(N + 1, L)

= (q − 1)
N+1−L∑

j=0

qN−L+1−jA(L + j − 1, j)

= (q − 1)qN−L+1 +
N+1−L∑

j=1

(q − 1)2qN−L+1−jq2j−1,

and thus the assertion. �

This Lemma was first proven by Gustavson [24]. The main result of
this section can be found in [55, Proposition 4.2] for q = 2 and for arbitrary
q in the unpublished work [62] of Smeets.

Theorem 1.2. The expected value for L(sn, N) is

1
qN

N∑
L=0

A(N, L)L =




N

2
+

q

(q + 1)2
− q−N N(q + 1) + q

(q + 1)2
for even N,

N

2
+

q2 + 1
2(q + 1)2

− q−N N(q + 1) + q

(q + 1)2
for odd N.

Proof. By the previous Lemma, we have

N∑
L=1

A(N, L)L

= (q − 1)
N∑

L=1

qmin(2L−1,2N−2L)L

= (q − 1)


�N/2�∑

L=1

q2L−1L +
N∑

L=�N/2�+1

q2N−2LL




= (q − 1)


�N/2�∑

L=1

q2L−1
L∑

k=1

1 +
N∑

L=�N/2�+1

q2N−2L

×

�N/2�+

L∑
k=�N/2�+1

1





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= (q − 1)


�N/2�∑

k=1

�N/2�∑
L=k

q2L−1 +
⌊

N

2

⌋ N∑
L=�N/2�+1

q2N−2L

+
N∑

k=�N/2�+1

N∑
L=k

q2N−2L




=
�N/2�∑
k=1

q2�N/2�+2 − q2k

q2 + q
+
⌊

N

2

⌋
q2(N−�N/2�) − 1

q + 1

+
N∑

k=�N/2�+1

q2(N−k+1) − 1
q + 1

=
⌊

N

2

⌋
q

q + 1
q2�N/2� − q

q + 1
q2�N/2� − 1

q2 − 1
+
⌊

N

2

⌋
q2(N−�N/2�) − 1

q + 1

+
q2(N−�N/2�+1) − q2

(q + 1)(q2 − 1)
− N − �N/2�

q + 1
,

which implies the assertion. �

For results on the expected value of periodic sequences see [41].

1.5. Lower Bounds for Linear Complexity and Linear
Complexity Profile

In this section, we describe some methods for determining or estimating the
linear complexity (profile) and present results for several interesting classes
of sequences.

1.5.1. Explicit Non-linear Pseudorandom Numbers

It is possible to express linear complexity in connection with various
invariants of the sequences at hand.

In case of a q-periodic sequence (ξn) over Fq, linear complexity is related
to the degree of the polynomial g(X) ∈ Fq[X ] representing the sequence
(ξn). We recall that the polynomial g(X) can be uniquely determined as
follows: Consider a fixed ordered basis {β1, . . . , βr} of Fq over Fp, and for
n = n1 +n2p+ · · ·+nrp

r−1 with 0 ≤ nk < p, 1 ≤ k ≤ r, order the elements
of Fq as

ζn = n1β1 + n2β2 + · · · + nrβr.
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Then g(X) is the polynomial which satisfies deg g ≤ q − 1 and

ξn = g(ζn), 0 ≤ n ≤ q − 1. (1.4)

When q = p (and β1 = 1) these sequences are called explicit non-linear
congruential generators and we have

L(ξn) = deg g + 1 (1.5)

(for a proof, see [6, Theorem 8]). For a prime power q they are named
explicit non-linear digital generators. In general (1.5) is not valid for r ≥ 2.
Meidl and Winterhof [43] showed, however, that the following inequalities
hold

(deg(g) + 1 + p − q)
q

p
≤ L(ξn) ≤ (deg(g) + 1)

p

q
+ q − p.

For lower bounds on the linear complexity profile of (ξn) see Meidl and
Winterhof [44].

A similar relation is valid for t-periodic sequences over Fq where t

divides q − 1. For a t-periodic sequence (ωn) one considers the unique
polynomial f ∈ Fq[x] of degree at most t − 1, satisfying

ωn = f(γn), n ≥ 0,

for an element γ ∈ Fq of order t. In this case, L(ωn) is equal to the number of
non-zero coefficients of f (see [30]). Lower bounds for the linear complexity
profile in some special cases are given by Meidl and Winterhof in [45].
For a general study of sequences with arbitrary periods see Massey and
Serconek [36].

The following sequences exhibit a particularly nice behavior with
respect to the linear complexity profile. The explicit inversive congruential
generator (zn) was introduced by Eichenauer–Herrmann in [15]. The
sequence (zn) in this case is produced by the relation

zn = (an + b)p−2, n = 0, . . . , p − 1, zn+p = zn, n ≥ 0, (1.6)

with a, b ∈ Fp, a �= 0, and p ≥ 5. (The name stems from the fact that
np−2 = n−1, 0 �= n ∈ Fp.) It is shown in [44] that

L(zn, N) ≥



(N − 1)/3, 1 ≤ N ≤ (3p − 7)/2,

N − p + 2, (3p − 5)/2 ≤ N ≤ 2p − 3,

p − 1, N ≥ 2p − 2.

(1.7)

We provide the proof of a slightly weaker result.
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Theorem 1.3. Let (zn) be as in (1.6), then

L(zn, N) ≥ min
{

N − 1
3

,
p − 1

2

}
, N ≥ 1.

Proof. Suppose (zn) satisfies a linear recurrence relation of length L,

zn+L = cL−1zn+L−1 + · · · + c0zn, 0 ≤ n ≤ N − L − 1, (1.8)

with c0, . . . , cL−1 ∈ Fp. We may assume L ≤ p − 1. Put

CL(N) = {n; 0 ≤ n ≤ min{N − L, p} − 1, a(n + l) + b �= 0, 0 ≤ l ≤ L}.
Note that card{CL(N)} ≥ min{p, N − L} − (L + 1).

For n ∈ CL(N), the recurrence (1.8) is equivalent to

(a(n + L) + b)−1 = cL−1(a(n + L − 1) + b)−1 + · · · + c0(an + b)−1.

Multiplication with

L∏
j=0

(a(n + j) + b),

yields

L−1∏
j=0

(a(n + j) + b) =
L−1∑
l=0

cl

L∏
j=0
j �=l

(a(n + j) + b),

for all n ∈ CL(N). Hence the polynomial

F (X) = −
L−1∏
j=0

(a(X + j) + b) +
L−1∑
l=0

cl

L∏
j=0
j �=l

(a(X + j) + b),

is of degree at most L and has at least min{p, N − L} − (L + 1) zeros. On
the other hand,

F (−a−1b − L) = −aL
L−1∏
j=0

(j − L) �= 0,

hence F (X) is not the zero polynomial and we get

L ≥ deg(F ) ≥ min{p, N − L} − (L + 1),

which implies the desired result. �
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Analogs of (1.7) for digital inversive generators, i.e. for r ≥ 2, are also
given in [44]. For t-periodic inversive generators, where t is a divisor of q−1,
see [45].

We mention one more explicit non-linear generator, namely the
quadratic exponential generator, introduced by Gutierrez et al. [25]. Given
an element ϑ ∈ F

∗
q we consider the sequence (qn) where

qn = ϑn2
, n = 0, 1, . . . .

The lower bound

L(qn, N) ≥ min {N, t}
2

, N ≥ 1,

is obtained in [25]. Here the period t is at least τ/2 where τ is the
multiplicative order of ϑ.

1.5.2. Recursive Non-linear Pseudorandom Numbers

Given a polynomial f(X) ∈ Fp[X ] of degree d ≥ 2, the non-linear
congruential pseudorandom number generator (un) is defined by the
recurrence relation

un+1 = f(un), n ≥ 0, (1.9)

with some initial value u0 ∈ Fp. Obviously, the sequence (un) is eventually
periodic with some period t ≤ p. We assume it to be purely periodic.

The following lower bound on the linear complexity profile of a non-
linear congruential generator is given in [25].

Theorem 1.4. Let (un) be as in (1.9), where f(X) ∈ Fp[X ] is of degree
d ≥ 2, then

L(un, N) ≥ min{logd(N − �logd N�), logd t}, N ≥ 1.

Proof. Let us consider the following sequence of polynomials over Fp:

F0(X) = X, Fi(X) = Fi−1(f(X)), i = 1, 2, . . . .

It is clear that deg(Fi) = di for every i = 1, 2, . . . . Moreover un+j = Fj(un)
for any integers n, j ≥ 0. Put L = L(un, N) so that we have

un+L =
L−1∑
l=0

clun+l, 0 ≤ n ≤ N − L − 1,
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for some c0, . . . , cL−1 ∈ Fp. Therefore, the polynomial

F (X) = −FL(X) +
L−1∑
l=0

clFl(X),

is of degree dL and has at least min{N −L, t} zeros. Thus, dL ≥ min{N −
L, t}. Since otherwise the result is trivial, we may suppose L ≤ �logd N�
and get dL ≥ min{N − �logd N�, t}, which yields the assertion. �

For some special classes of polynomials much better results are
available, see [23, 25, 58]. For instance, in case of the largest possible
period t = p we have

L(un, N) ≥ min{N − p + 1, p/d}, N ≥ 1.

The inversive (congruential) generator (yn) defined by

yn+1 = ayp−2
n + b =

{
ay−1

n + b if yn �= 0,
b otherwise,

n ≥ 0, (1.10)

with a, b, y0 ∈ Fp, a �= 0, has linear complexity profile

L(yn, N) ≥ min
{

N − 1
3

,
t − 1

2

}
, N ≥ 1. (1.11)

This sequence, introduced by Eichenauer and Lehn [14], has succeeded in
drawing significant attention due to some of its enchanting properties. In
terms of the linear complexity profile, the lower bound (1.11) shows that
the inversive generator is almost optimal. The sequence (yn) attains the
largest possible period t = p if, for instance, X2 − aX − b is a primitive
polynomial over Fp. See Flahive and Niederreiter [17] for a refinement of
this result.

The power generator (pn), defined as

pn+1 = pe
n, n ≥ 0,

with some integer e ≥ 2 and initial value 0 �= p0 ∈ Fp satisfies

L(pn, N) ≥ min
{

N2

4(p − 1)
,

t2

p − 1

}
, N ≥ 1.

Results about the period length of (pn) can be found in Friedlander
et al. [19, 20].



SELECTED TOPICS IN INFORMATION AND CODING THEORY 
© World Scientific Publishing Co. Pte. Ltd.
http://www.worldscibooks.com/compsci/7116.html

January 6, 2010 12:41 9in x 6in b788-ch01 2nd Reading

16 A. Winterhof

The family of Dickson polynomials De(X, a) ∈ Fp[X ] is defined by the
following recurrence relation

De(X, a) = XDe−1(X, a) − aDe−2(X, a), e = 2, 3, . . . ,

with initial values D0(X, a) = 2, D1(X, a) = X, where a ∈ Fp. Obviously,
the degree of De is e. It is easy to see that De(X, 0) = Xe, e ≥ 2, which
corresponds to the case of the power generator. In the special case that
a = 1 the lower bound

L(un, N) ≥ min{N2, 4t2}
16(p + 1)

− (p + 1)1/2, N ≥ 1,

for a new class of non-linear congruential generators where f(X) = De(X, 1)
is proven by Aly and Winterhof [1]. Here the period t is a divisor of p − 1
or p + 1.

Another class of non-linear congruential pseudorandom number
generators, where f(X) is a Rédei function, is analyzed by Meidl and
Winterhof [48]. Suppose that

r(X) = X2 − αX − β ∈ Fp[X ],

is an irreducible quadratic polynomial with the two different roots ξ and
ζ = ξp in Fp2 . We consider the polynomials ge(X) and he(X) ∈ Fp[X ],
which are uniquely defined by the equation

(X + ξ)e = ge(X) + he(X)ξ.

The Rédei function fe(X) of degree e is then given by

fe(X) =
ge(X)
he(X)

.

The Rédei function fe(X) is a permutation of Fp if and only if
gcd(e, p + 1) = 1, see Nöbauer [54]. For further background on Rédei
functions we refer to [34, 54]. We consider generators (rn) defined by

rn+1 = fe(rn), n ≥ 0,

with a Rédei permutation fe(X) and some initial element u0 ∈ Fp. The
sequence (rn) is periodic with period t, where t is a divisor of ϕ(p + 1). As
any mapping over Fp, the Rédei permutation can be uniquely represented
by a polynomial of degree at most p − 1 and, therefore, the sequence (rn)
belongs to the class of non-linear congruential pseudorandom number
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generators (1.9). In [48] the following lower bound on the linear complexity
profile of the sequence (rn) is obtained

L(rn, N) ≥ min{N2, 4t2}
20(p + 1)3/2

, N ≥ 2,

provided that t ≥ 2.
The linear complexity profile of pseudorandom number generators over

Fp, defined by a recurrence relation of order m ≥ 1 is studied in Topuzoğlu
and Winterhof [65];

un+1 = f(un, un−1, . . . , un−m+1), n = m − 1, m, . . . . (1.12)

Here initial values u0, . . . , um−1 are in Fp and f ∈ Fp(X1, . . . , Xm) is a
rational function in m variables over Fp. The sequence (1.12) eventually
becomes periodic with least period t ≤ pm. The fact that t can actually
attain the value pm gains non-linear generators of higher orders a particular
interest. In case of a polynomial f , lower bounds for the linear complexity
and linear complexity profile of higher order generators are given in [65].

A particular rational function f in (1.12) gives rise to a generalization of
the inversive generator (1.10), as described below. Let (xn) be the sequence
over Fp, defined by the linear recurring sequence of order m + 1;

xn+1 = a0xn + a1xn−1 + · · · + amxn−m, n ≥ m,

with a0, a1, . . . , am ∈ Fp and initial values x0, . . . , xm ∈ Fp. An increasing
function N(n) is defined by

N(0) = min{n ≥ 0 : xn �= 0},
N(n) = min{l ≥ N(n − 1) + 1 : xl �= 0},

and the non-linear generator (zn) is produced by

zn = xN(n)+1x
−1
N(n), n ≥ 0

(see Eichenauer et al. [13]). It is easy to see that (zn) satisfies

zn+1 = f(zn, . . . , zn−m+1), n ≥ m − 1,

whenever zn · · · zn−m+1 �= 0 for the rational function

f(X1, . . . , Xm) = a0 + a1X
−1
1 + · · · + amX−1

1 X−1
2 · · ·X−1

m .
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A sufficient condition for (zn) to attain the maximal period length pm is
given in [13]. It is shown in [65] that the linear complexity profile L(zn, N)
of (zn) with the least period pm satisfies

L(zn, N) ≥ min
(⌈p − m

m + 1

⌉
pm−1 + 1, N − pm + 1

)
, N ≥ 1.

This result is in accordance with (1.11), i.e. the case m = 1.

1.5.3. Legendre Sequence and Related Bit Sequences

Let p > 2 be a prime. The Legendre-sequence (ln) is defined by

ln =

{
1,

(
n
p

)
= −1,

0 otherwise,
n ≥ 0,

where
(

·
p

)
is the Legendre-symbol. Obviously, (ln) is p-periodic. Results

on the linear complexity of (ln) can be found in [9, 67]. We give the proof
here since the method is illustrative.

Theorem 1.5. The linear complexity of the Legendre sequence is

L(ln) =




(p − 1)/2, p ≡ 1 mod 8,

p, p ≡ 3 mod 8,

p − 1, p ≡ 5 mod 8,

(p + 1)/2, p ≡ 7 mod 8.

Proof. We start with the well-known relation

L(ln) = p − deg(gcd(S(X), Xp − 1)),

where

S(X) =
p−1∑
n=0

lnXn,

(see, for example, [59, Lemma 8.2.1]), i.e. in order to determine the linear
complexity it is sufficient to count the number of common zeros of S(X)
and Xp − 1 in the splitting field F of Xp − 1 over F2. Let 1 �= β ∈ F be a
root of Xp − 1. For q with ( q

p ) = 1 we have

S(βq) =
p−1∑
n=0

lnβnq =
∑

( n
p )=−1

βnq =
∑

(n
p )=−1

βn = S(β),
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and for m with
(

m
p

)
= −1,

S(βm) =
∑

( n
p )=−1

βnm =
∑

( n
p )=1

βn

=
p−1∑
n=1

(1 + ln)βn =
βp − β

β − 1
+ S(β) = 1 + S(β).

Moreover, we have S(β) ∈ F2 if and only if S(β)2 = S(β2) = S(β), i.e.(
2
p

)
= 1 which is equivalent to p ≡ ±1 mod 8. Next we have

S(1) =
∑

(n
p )=−1

1 =
p − 1

2
=
{

0 if p ≡ 1 mod 4,

1 if p ≡ 3 mod 4.

Let Q and N denote the sets of quadratic residues and non-residues
modulo p, respectively. If p ≡ ±1 mod 8, then we have one of the following
two cases: Either S(βq) = S(βm) + 1 = 0 for all q ∈ Q and m ∈ N , or
S(βm) = S(βq)+1 = 0 for all q ∈ Q and m ∈ N . Now the assertion is clear
since |Q| = |N | = (p − 1)/2. �

The profile can be estimated using bounds on incomplete sums of
Legendre symbols (cf. [59, Theorem 9.2]).

Theorem 1.6. The linear complexity profile of the Legendre sequence
satisfies

L(ln, N) >
min{N, p}

1 + p1/2(1 + log p)
− 1, N ≥ 1.

Proof. Since L(ln, N) ≥ L(ln, p) for N > p we may assume N ≤ p. As
usual, put L = L(ln, N) so that

ln+L = cL−1ln+L−1 + · · · + c0ln, 0 ≤ n ≤ N − L − 1,

for some c0, . . . , cL−1 ∈ F2. Since (−1)ln =
(

n
p

)
, 1 ≤ n ≤ p−1, with cL = 1

we have

1 = (−1)
PL

j=0 cj ln+j =

(∏L
j=0(n + j)cj

p

)
, 1 ≤ n ≤ N − L − 1,
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and thus

N − L − 1 =
N−L−1∑

n=1

(∏L
j=0(n + j)cj

p

)
.

The following bound for the right hand side of this equation

∣∣∣∣∣
N−L−1∑

n=1

(∏L
j=0(n + j)cj

p

)∣∣∣∣∣ < (L + 1)p1/2(1 + log p), (1.13)

yields

N − (L + 1) < (L + 1)p1/2(1 + log p),

from which the assertion follows. The bound (1.13) can be proved as follows:
For an integer k ≥ 2 put ek(x) = exp(2πix/k). The relations below can be
found in [68];

k−1∑
a=0

ek(au) =
{

0, u �≡ 0 mod k,

k, u ≡ 0 mod k,
(1.14)

k−1∑
a=1

∣∣∣∣∣
K−1∑
x=0

ek(ax)

∣∣∣∣∣ ≤ k log k, 1 ≤ K ≤ k. (1.15)

The Weil bound, which we present in the following form (see [57,
Theorems 2C and 2G]),

∣∣∣∣∣
p−1∑
a=0

χ(f(a))ep(ax)

∣∣∣∣∣ ≤
{

p1/2 deg f, 1 ≤ x < p,

p1/2(deg f − 1), x = 0,
(1.16)

where χ denotes a non-trivial multiplicative character of Fp and f ∈ Fp[X ]
enables us to handle the complete hybrid character sum below. Application
of Vinogradov’s method (see [64]) with (1.14) and

f(X) =
L∏

j=0

(X + j)cj ,
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gives

∣∣∣∣∣
N−L−1∑

n=1

(
f(n)

p

)∣∣∣∣∣ =
1
p

∣∣∣∣∣∣
∑
x∈Fp

∑
m∈Fp

(
f(m)

p

)N−L−1∑
n=1

ep(x(n − m))

∣∣∣∣∣∣
≤ 1

p

∑
x∈Fp

∣∣∣∣∣∣
∑

m∈Fp

(
f(m)ep(−xm)

p

)∣∣∣∣∣∣
∣∣∣∣∣
N−L−1∑

n=1

ep(xn))

∣∣∣∣∣
< (L + 1)p1/2(1 + log p),

where we used that f is not a square (since cL = 1) to apply (1.16) in the
case x = 0. �

For similar sequences, that are defined by the use of the quadratic
character of arbitrary finite fields and the study of their linear complexity
profiles, see [33, 42, 70].

Let γ be a primitive element and η be the quadratic character of
the finite field Fq of odd characteristic. The Sidelnikov sequence (σn) is
defined by

σn =
{

1 if η(γn + 1) = −1,

0 otherwise,
n ≥ 0.

In many cases one is able to determine the linear complexity L(σn) over F2

exactly, see Meidl and Winterhof [47]. For example, if (q − 1)/2 is an odd
prime such that 2 is a primitive root modulo (q − 1)/2, then (sn) attains
the largest possible linear complexity L(σn) = q− 1. Moreover we have the
lower bound, see [47],

L(σn, N) = Ω
(

min{N, q}
q1/2 log q

)
, N ≥ 1,

where f(n) = Ω(g(n)) means that f(n) ≥ cg(n) for all sufficiently large n

and some constant c > 0. The linear complexity over Fp of this sequence has
been estimated in Garaev et al. [22] by using bounds of character sums with
middle binomial coefficients. For small values of p, the linear complexity can
be evaluated explicitly.

Let p and q be two distinct odd primes. Put

Q = {q, 2q, . . . , (p − 1)q}, Q0 = Q ∪ {0},
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and

P = {p, 2p, . . . , (q − 1)p}.

The pq-periodic sequence (tn) over F2, defined by

tn =




0 if (n mod pq) ∈ Q0,

1 if (n mod pq) ∈ P,(
1 −

(
n
p

)(
n
q

))
/2 otherwise

is called the two-prime generator (or generalized cyclotomic sequence of
order 2) (see [7, 9]; Chapter 8.2). Under the restriction gcd(p−1, q−1) = 2
it satisfies

L(tn) =




pq − 1, p ≡ 1 mod 8 and q ≡ 3 mod 8
or p ≡ 5 mod 8 and q ≡ 7 mod 8,

(p − 1)q, p ≡ 7 mod 8 and q ≡ 3 mod 8
or p ≡ 3 mod 8 and q ≡ 7 mod 8,

pq − p − q + 1, p ≡ 7 mod 8 and q ≡ 5 mod 8
or p ≡ 3 mod 8 and q ≡ 1 mod 8,

(pq + p + q − 3)/2, p ≡ 1 mod 8 and q ≡ 7 mod 8
or p ≡ 5 mod 8 and q ≡ 3 mod 8,

(p − 1)(q − 1)/2, p ≡ 7 mod 8 and q ≡ 1 mod 8
or p ≡ 3 mod 8 and q ≡ 5 mod 8,

(p − 1)(q + 1)/2, p ≡ 7 mod 8 and q ≡ 7 mod 8
or p ≡ 3 mod 8 and q ≡ 3 mod 8.

In the most important case when |p− q| is small we have a lower bound on
the linear complexity profile of order of magnitude

O(N1/2(pq)−1/4 log−1/2(pq)),

for 2 ≤ N < pq, where f(n) = O(g(n)) is equivalent to f(n) ≤ cg(n) for all
sufficiently large n and some constant c > 0.

1.5.4. Elliptic Curve Generators

We recall some definitions and basic facts about elliptic curves (see [32] or
Chapter 5).
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Let p > 3 be a prime and E be an elliptic curve over Fp of the form

Y 2 = X3 + aX + b,

with coefficients a, b ∈ Fp such that 4a3 + 27b2 �= 0. The set E(Fp) of all
Fp-rational points on E forms an Abelian group where we denote addition
by ⊕. The point O at infinity is the zero element of E(Fp). We recall the
Hasse-Weil bound

|#E(Fp) − p − 1| ≤ 2p1/2,

where #E(Fp) is the number of Fp-rational points, including O. For a given
initial value W0 ∈ E(Fp), a fixed point G ∈ E(Fp) of order t and a rational
function f ∈ Fp(E) the elliptic curve congruential generator (with respect
to f) is defined by wn = f(Wn), n ≥ 0, where

Wn = G ⊕ Wn−1 = nG ⊕ W0, n ≥ 1.

Obviously, (wn) is t-periodic. See [3, 28] and references therein for
results on the properties of elliptic curve generators. For example, choosing
the function f(x, y) = x, the work of Hess and Shparlinski [28] gives the
following lower bound for the linear complexity profile:

L(wn, N) ≥ min{N/3, t/2}, N ≥ 2.

Here we present an elementary proof of a slightly weaker result, see [66].
Let x(Q) denote the first coordinate x of the point Q = (x, y) ∈ E.

Theorem 1.7. Let (wn) be the t-periodic sequence defined by

wn = x(nG), 1 ≤ n ≤ t − 1, (1.17)

with some w0 ∈ Fp and G ∈ E of order t. Then we have

L(wn, N) ≥ min{N, t/2} − 3
4

, N ≥ 2.

Proof. We may assume N ≤ t/2 and L(wn, N) < t/2. Put nG = (xn, yn),
1 ≤ n ≤ t − 1. Note that xk = xm if and only if k = m or k = t − m,
1 ≤ k ≤ t− 1, and yk = 0 if and only if t is even and k = t/2. Put cL = −1
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and assume that

L∑
l=0

clwn+l = 0, L + 1 ≤ n ≤ N − L − 1,

or equivalently

L∑
l=0

clwt−n−l = 0, L + 1 ≤ n ≤ N − L − 1.

Hence,

L∑
l=0

cl
wn+l + wt−n−l

2
= 0, L + 1 ≤ n ≤ N − L − 1.

By the addition formulas for points on elliptic curves we have

xn+l =
(

yn − yl

xn − xl

)2

− (xn + xl)

=
xlx

2
n + (x2

l + a)xn + axl + 2b − 2ylyn

(xn − xl)2
, l + 1 ≤ n ≤ t − l − 1,

where we used y2
n = x3

n + axn + b. Similarly, we get

xt−n−l =
xlx

2
n + (x2

l + a)xn + axl + 2b + 2ylyn

(xn − xl)2
, l + 1 ≤ n ≤ t − l − 1,

and hence

xn+l + xt−n−l

2
=

xlx
2
n + (x2

l + a)xn + axl + 2b

(xn − xl)2
, l + 1 ≤ n ≤ t − l − 1.

So we get

L∑
l=0

cl
xlx

2
n + (x2

l + a)xn + axl + 2b

(xn − xl)2
= 0, L + 1 ≤ n ≤ N − L − 1.

Clearing denominators we get

L∑
l=0

cl(xlx
2
n + (x2

l + a)xn + axl + 2b)
L∏

j=0
j �=l

(xn − xj)2 = 0,

L + 1 ≤ n ≤ N − L − 1.
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So the polynomial

F (X) =
L∑

l=0

cl(xlX
2 + (x2

l + a)X + axl + 2b)
L∏

j=0
j �=l

(X − xj)2,

of degree at most 2(L+1) has at least N −2L−1 different zeros. Moreover,
we have

F (xL) = −2(x3
L + axL + b)

L−1∏
j=0

(xL − xj)2 = −2y2
L

L−1∏
j=0

(xL − xj)2 �= 0.

Hence we get 2(L + 1) ≥ N − 2L − 1 and the result follows. �

1.6. Related Measures

1.6.1. Lattice Test

In order to study the structural properties of a given periodic sequence (sn)
over Fq, it is natural to consider the subspaces L(sn, s) of F

s
q for s ≥ 1,

spanned by the vectors sn − s0, n = 1, 2, . . ., where

sn = (sn, sn+1, . . . , sn+s−1), n = 0, 1, . . . .

We recall that (sn) is said to pass the s-dimensional lattice test for
some s ≥ 1, if L(sn, s) = F

s
q. It is obvious for example that the linear

generator (1.2) can pass the s-dimensional lattice test at most for s = 1.
On the other hand for q = p, the non-linear generator (1.4) passes the test
for all s ≤ deg g (see [51]). However, this test is well known to be unreliable
since sequences, which pass the lattice test for large dimensions, yet having
bad statistical properties are known [51].

Accordingly the notion of lattice profile at N is introduced by Dorfer
and Winterhof [12]. For given s ≥ 1 and N ≥ 2, we say that (sn) passes the
s-dimensional N -lattice test if the subspace spanned by the vectors sn− s0,
1 ≤ n ≤ N − s, is F

s
q. The largest s for which (sn) passes the s-dimensional

N -lattice test is called the lattice profile at N , and is denoted by S(sn, N).
The lattice profile is closely related to the linear complexity profile, as

the following result in [12] shows:
We have either

S(sn, N) = min{L(sn, N), N + 1 − L(sn, N)}
or (1.18)

S(sn, N) = min{L(sn, N), N + 1 − L(sn, N)} − 1.
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The results of Dorfer et al. [11] on the expected value of the lattice
profile show that a “random” sequence should have S(sn, N) close to
min{N/2, t}.

1.6.2. k-Error Linear Complexity

We have remarked that a cryptographically strong sequence necessarily has
a high linear complexity. It is also clear that the linear complexity of such
a sequence should not decrease significantly when a small number of its
terms are altered. The error linear complexity is introduced in connection
with this observation [10, 63].

Let (sn) be a sequence over Fq, with period t. The k-error linear
complexity Lk(sn) of (sn) is defined as

Lk(sn) = min
(yn)

L(yn),

where the minimum is taken over all t-periodic sequences (yn) over Fq,
for which the Hamming distance of the vectors (s0, s1, . . . , st−1) and
(y0, y1, . . . , yt−1) is at most k.

One problem of interest here is to determine the minimum value k, for
which Lk(sn) ≤ L(sn). This problem is tackled by Meidl [39], in case (sn)
is a bit sequence with period length pn, where p is an odd prime and 2
is a primitive root modulo p2. Meidl [39] also describes an algorithm to
determine the k-error linear complexity that is based on an algorithm of
[72]. Stronger results for pn-periodic sequences over Fp have been recently
obtained in Meidl [40].

In Klapper [31] an attack is discussed, where the idea is to decrease the
linear complexity of a given sequence by considering it over a field which
is different from the field where the sequence is naturally defined (and its
high linear complexity is guaranteed). Although the result in Shparlinski
and Winterhof [60] shows that this approach has very limited chance to
succeed it is still important to analyze the (k-error) linear complexity of
a sequence over different fields. Since Legendre sequences are constructed
using properties of Fp it is somewhat natural to consider them not only
over F2 but also over Fp.

Here we give the proof of the following result on the k-error linear
complexity over Fp of Legendre sequences, obtained by Aly and Winterhof
in [2].
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Theorem 1.8. Let Lk(ln) denote the k-error linear complexity over Fp of
the Legendre sequence (ln). Then,

Lk(ln) =




p, k = 0,

(p + 1)/2, 1 ≤ k ≤ (p − 3)/2,

0, k ≥ (p − 1)/2.

Proof. Put

g1(X) =
1
2

(
Xp−1 − X(p−1)/2

)
and g2(X) =

1
2

(
1 − X(p−1)/2

)
.

Since ln = g1(n) for n ≥ 0 we get that the Legendre sequence (ln) over Fp

has linear complexity L(ln) = p by (1.5).
Consider now the p-periodic sequence (l′n) defined by l′n = g2(n), n ≥ 0.

Note that

g1(n) = g2(n), 1 ≤ n ≤ p − 1,

and

Lk(ln) ≤ L(l′n) =
p + 1

2
, k ≥ 1.

Assume now that 1 ≤ k ≤ (p − 3)/2. Let (sn) be any sequence obtained
from (ln) by changing at most (p − 3)/2 elements. Suppose that g is
the polynomial in Fp[x] of degree at most p − 1, which represents the
sequence (sn), i.e. sn = g(n), n ≥ 0.

It is obvious that the sequences (sn) and (l′n) coincide for at least p −
1−k ≥ (p+1)/2 elements in a period. Hence, the polynomial g(X)−g2(X)
has at least (p + 1)/2 zeros, which implies that either g(X) = g2(X) or
deg g ≥ (p + 1)/2. Therefore, Lk(ln) = L(l′n) = (p + 1)/2.

Finally, we remark that Lk(ln) = 0 for k ≥ (p − 1)/2, since we have
exactly (p−1)/2 non-zero elements in a period of (ln) and the zero sequence
of linear complexity 0 can be obtained by (p − 1)/2 changes. �

Aly and Winterhof also give a lower bound for the k-error linear
complexity over Fp of Sidelnikov sequences in the same paper,

Lk(σn) ≥ min
((

p + 1
2

)r

− 1,
q − 1
k + 1

−
(

p + 1
2

)r

+ 1
)

.

For k ≥ (q−1)/2 we have Lk(σn) = 0. The 1-error linear complexity over Fp

of Sidelnikov sequences has recently be determined by Eun et al. in [16] to
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be

L1(σn) =
(

p + 1
2

)r

− 1, q > 3.

1.6.3. Non-linear Complexity Profile

We recall that the non-linear complexity profile NLm(sn, N) of an infinite
sequence (sn) over Fq is the function, which is defined for every integer
N ≥ 2, as the smallest k such that a polynomial recurrence relation

sn+k = Ψ(sn+k−1, . . . , sn), 0 ≤ n ≤ N − k − 1,

with a polynomial Ψ(λ1, . . . , λk) over Fq of total degree at most m

can generate the first N terms of (sn). Note that generally speaking
NL1(sn, N) �= L(sn, N) because in the definition of L(sn, N) one can use
only homogeneous linear polynomials. Obviously, we have

L(sn, N) ≥ NL1(sn, N) ≥ NL2(sn, N) ≥ . . . .

See [25] for the presentation of results on the linear complexity profile
of non-linear, inversive, and quadratic exponential generators in a more
general form, namely in terms of lower bounds on the non-linear complexity
profile.

1.6.4. Autocorrelation and Related Distribution Measures

for Binary Sequences

One would expect that a periodic random sequence and a shift of it would
have a low correlation. Autocorrelation measures the similarity between a
sequence (sn) of period t and its shifts by k positions, for 1 ≤ k ≤ t − 1.

The (periodic) autocorrelation of a t-periodic binary sequence (sn) is
the function defined by

A(sn, k) =
t−1∑
n=0

(−1)sn+k+sn , 1 ≤ k ≤ t − 1.

Obviously, a low autocorrelation is a desirable feature for
pseudorandom sequences that are used in cryptographic systems. Local
randomness of periodic sequences is also of importance cryptographically,
since only small parts of the period are used for the generation of stream
ciphers.
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The aperiodic autocorrelation reflects local randomness and is
defined by

AA(sn, k, u, v) =
v∑

n=u

(−1)sn+k+sn , 1 ≤ k ≤ t − 1, 0 ≤ u < v ≤ p − 1.

For the Legendre sequences, for example, A(ln, k) can be immediately
derived from the well-known formula, see e.g. [30]

p−1∑
n=0

(
n

p

)(
n + k

p

)
= −1, 1 ≤ k ≤ p − 1,

and the following bound on the aperiodic autocorrelation of Legendre
sequences follows immediately from (1.13).

Theorem 1.9. The (aperiodic) autocorrelation of the Legendre sequence
satisfies

A(ln, k) =
(

k

p

)(
1 + (−1)(p−1)/2

)
− 1, 1 ≤ k ≤ p − 1,

|AA(ln, k, u, v)| ≤ 2p1/2(1 + log p) + 2, 1 ≤ k ≤ p− 1, 0 ≤ u ≤ v ≤ p− 1.

For bounds on the aperiodic autocorrelation of extended Legendre
sequences see [46]. For the aperiodic autocorrelation of Sidelnikov sequences
see [61] and of the two-prime generator see [7].

In Mauduit and Sárközy [38] the correlation measure of order k of a
binary sequence (sn) is introduced as

Ck(sn) = max
M,D

∣∣∣∣∣
M=1∑
n=0

(−1)sn+d1 · · · (−1)sn+dk

∣∣∣∣∣ , k ≥ 1,

where the maximum is taken over all D = (d1, d2, . . . , dk) with non-negative
integers d1 < d2 < · · · < dk and M such that M − 1 + dk ≤ T − 1.
C2(sn) is obviously bounded by the maximal absolute value of the aperiodic
autocorrelation of (sn). (We remark that some of our references deal
actually with the corresponding sequences s′h = (−1)sh over {−1, 1} with
the adequate definition of the correlation measure.)

It is also shown in [38] that the Legendre sequence has small correlation
measure up to rather high orders.

The following family of pseudorandom binary sequences is introduced
in Gyarmati [26]. Let p be an odd prime and g be a primitive root modulo p.
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Denote by ind n, the discrete logarithm of n to the base g, i.e. ind n = j if
n = gj with 1 ≤ j ≤ p−1. Let f(X) be a polynomial of degree k modulo p.
Then the finite sequence (e′n) is defined by

e′n =
{

1 if 1 ≤ ind f(n) ≤ (p − 1)/2,
−1 if (p + 1)/2 ≤ ind f(n) ≤ p − 1 or p | f(n),

1 ≤ n ≤ p − 1.

The correlation measure of the sequence (en) defined by e′n = (−1)en is
also analyzed in [26].

The sequence (k′
n) of signs of Kloosterman sums is defined as follows;

k′
n =




1 if
p−1∑
j=1

exp(2πi(j + nj−1)/p) > 0,

−1 if
p−1∑
j=1

exp(2πi(j + nj−1)/p) < 0,

1 ≤ n ≤ p − 1,

where j−1 is the inverse of j modulo p. Bounds on the correlation measure
of order k of (kn) defined by k′

n = (−1)kn are given in Fouvry et al. [18].
Recently Brandstätter and Winterhof [8] have shown that the linear

complexity profile of a given t-periodic sequence can be estimated in terms
of its correlation measure;

L(sn, N) ≥ N − max
1≤k≤L(sn,N)+1

Ck(sn), 2 ≤ N ≤ t − 1.

Hence, a lower bound on L(sn, N) can be obtained whenever an appropriate
bound on max Ck(sn) is known.

1.6.5. Discrepancy

Let (xn) be a sequence in the unit interval [0, 1). For 0 ≤ d1 < · · · < dk < N

we put

xn = xn(d1, . . . , dk) = (xn+d1 , . . . , xn+dk
), 1 ≤ n ≤ N − dk.

The discrepancy of the vectors x1(d1, . . . , dk), . . . ,xN−dk
(d1, . . . , dk) is

defined as

sup
I

∣∣∣∣A(I,x1, . . . ,xN−dk
)

N − dk
− V (I)

∣∣∣∣ ,
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where the supremum is taken over all subintervals of [0, 1)k, V (I) is
the volume of I and A(I,x1, . . . ,xN−dk

) is the number of points xn,
n = 1, . . . , N − dk, in the interval I.

We can derive a binary sequence (en) from (xn) by en = 1 if 0 ≤ xn <

1/2 and en = 0 otherwise.
In [37, Theorem 1] the correlation measure of order k of (en) is

estimated in terms of the above discrepancy of vectors derived from
the sequence (xn). Hence, using the relation between linear complexity
profile and correlation measure of (en) we can obtain (weak) linear
complexity profile lower bounds for (en) from discrepancy upper bounds
for (xn).

1.7. Thoughts for Practitioners

Faster algorithms than the Berlekamp–Massey algorithm are known for
sequences of particular periods [21, 71, 72].

The Legendre symbol needed for the generation of several sequences in
Sec. 1.5.3 can be efficiently evaluated using the quadratic reciprocity law
and its supplement.

Inversion is the most expensive operation in the generation of inversive
generators. For fields Fp of prime order we can use the Euclidean algorithm.
For fields F2r of characteristic 2 we recommend to use the Itoh-Tsujii
algorithm [29] and an optimal normal basis representation [30].

For many practical applications, for example for qasi-Monte Carlo
methods, we need sequences in the unit interval [0, 1) (or any other interval)
instead of sequences over finite fields. However, we can derive a sequence
(xn) over [0, 1) from a sequence (ξn) over the finite field Fq in the following
way. We fix a basis {β1, . . . , βr} of Fq over its prime field Fp, i.e. q = pr,
and identify Fp with the integers {0, 1, . . . , p− 1}. Then we derive from the
element

ξn = c1β1 + · · · + crβr, c1, . . . , cr ∈ Fp,

an integer

yn = cr + cr−1p + · · · + c0p
r−1 ∈ {0, 1, . . . , q − 1}.

The sequence (xn) over [0, 1) is obtained by

xn = yn/q.



SELECTED TOPICS IN INFORMATION AND CODING THEORY 
© World Scientific Publishing Co. Pte. Ltd.
http://www.worldscibooks.com/compsci/7116.html

January 6, 2010 12:41 9in x 6in b788-ch01 2nd Reading

32 A. Winterhof

1.8. Directions for Future Research

(1) Find more recursive non-linear generators for which substantial better
lower bounds on the linear complexity profile can be proven.

(2) Find more classes of sequences over [0, 1) for which the discrepancy
with arbitrary lags 0 ≤ d1 < · · · < dk and thus the linear complexity
of the corresponding binary sequence can be estimated.

(3) Extend the linear complexity profile lower bounds on the inversive
generators of higher orders to arbitrary period.

(4) Analyze finer lattice tests with arbitrary lags.
(5) Find other quality measures which are related to linear complexity,

e.g. the non-linearity of a Boolean function corresponding to a binary
sequence.

(6) Prove results on other quality measures for the Sidelnikov sequence
where analog results for the Legendre sequence are known, e.g. for the
merit factor.

1.9. Conclusions

In this survey, we pointed to the strong ties between the cryptographic
quality measure linear complexity and information theory and coding
theory. We presented several lower bounds and exact values on the linear
complexity (profile) of particular interesting sequences over a finite field
using several illustrative methods. Finally, we mentioned other quality
measures for sequences and their relations to linear complexity.

1.10. Questions

(1) Calculate the linear complexity profile of the finite sequence
(s0, . . . , s9) = (1101011101) over F2 using the Berlekamp–Massey
algorithm.

(2) Prove the following result which shows that lower bounds on the linear
complexity profile provide upper bounds, as well.
Let (lN ) be a sequence with l1 ≤ 0 and lN ≤ lN−1 + 1 for N ≥ 2. If

L(sn, N) ≥ lN for N ≥ 2

then we have

L(sn, N) ≤ N − lN−1 for N ≥ 2.

Apply this result to get an upper bound on the linear complexity
profile of the explicit inversive congruential generator of period p.
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(3) Let g be an element of Fq of order t and a, b ∈ Fq \ {0}. Prove a
lower bound on the linear complexity profile of the sequence zn =
(agn + b)q−2. Find conditions on a, b such that the bound is stronger
than in the general case.

(4) Prove the formula for the exact value of the linear complexity of the
two prime generator.

(5) Prove a lower bound on the linear complexity profile of the two-prime
generator.

(6) Prove the relation between linear complexity profile and correlation
measure of order k.

(7) Prove an upper bound on the correlation of order k of the Sidelnikov
sequence and derive a lower bound on its linear complexity profile.

(8) Use the lower bound on the explicit inversive congruential generator
of period p to derive an upper bound on the lattice profile S(zn, N).

(9) Find a sequence with large linear complexity but small 1-error linear
complexity.

(10) Find an integer sequence with large linear complexity over Fp, p ≥ 3,
but with small linear complexity over F2.

Solutions:

(1)
N L(sn, N)
1 1 −−−
2 1 sn+1 = sn

3 2 sn+2 = sn+1 + sn or sn+2 = 0
4 2 sn+2 = sn+1 + sn

5 3 sn+3 = sn+1 or sn+3 = sn+2 + sn

6 3 sn+3 = sn+1

7 4 sn+4 = sn+1 + sn or sn+4 = sn+3 + sn

8 4 sn+4 = sn+1 + sn

9 5 sn+5 = sn+4 + sn+3 + sn+2 + sn+1 + sn

or sn+5 = sn+3 + sn+2

10 5 sn+5 = sn+4 + sn+3 + sn+2 + sn+1 + sn.

(2) For N = 2 we trivially have L(sn, N) ≤ 2 ≤ N − l1. For N ≥ 2 by
Theorem 1.1 we have either L(sn, N + 1) = L(sn, N) ≤ N − lN−1 ≤
N + 1− lN by induction, where we used the condition lN ≤ lN−1 + 1,
or L(sn, N + 1) = N + 1 − L(sn, N) ≤ N + 1 − lN . For the inversive
generator (zn) we have lN = min{(N−1)/3, (p−1)/2} by Theorem 1.3
and get L(zn, N) ≤ N − min{(N − 4)/3, (p− 3)/2}.
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(3) As in Theorem 1.3, we can prove L(zn, N) ≥ min{(N−1)/3, (t−1)/2}.
We get the stronger bound L(zn, N) ≥ min{N/2, t} if −a−1b is not in
the subgroup of F

∗
q generated by g.

(4) See [9, Theorem 8.2.9].
(5) See [7].
(6) See [8].
(7) See [8].
(8) Use Exercise 2 and (1.18).
(9) A t-periodic sequence with exactly one non-zero entry has linear

complexity t but 1-error linear complexity 0.
(10) A t-periodic sequence with one entry 2 and all other entries 0 has

linear complexity t over Fp, p ≥ 3, but linear complexity 0 over F2.

1.11. Keywords

Linear complexity (profile)

For N ≥ 1 the linear complexity profile L(sn, N) of a sequence (sn) over Fq

is the shortest length L of a linear recurrence relation

sn+L = cL−1sn+L−1 + · · · + c0sn, 0 ≤ n ≤ N − L − 1,

over Fq satisfied by the first N sequence elements. The linear complexity
L(sn) is defined by

L(sn) := sup
N≥1

L(sn, N).

k-error linear complexity

Let (sn) be a sequence over Fq, with period t. The k-error linear
complexity Lk(sn) of (sn) is defined as

Lk(sn) := min
(yn)

L(yn),

where the minimum is taken over all t-periodic sequences (yn) over Fq,
for which the Hamming distance of the vectors (s0, s1, . . . , st−1) and
(y0, y1, . . . , yt−1) is at most k.

Explicit non-linear congruential generator

For a prime p and a polynomial f(X) ∈ Fp[X ] with 2 ≤ deg(f) ≤ p− 1 the
explicit non-linear congruential generator is the p-periodic sequence (xn)
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over Fp defined by

xn = f(n), n ≥ 0.

Explicit inversive congruential generator

For a, b ∈ Fp with a �= 0 the explicit inversive congruential generator (zn)
is defined by

zn = (an + b)p−2, n ≥ 0.

Recursive non-linear congruential generator

The recursive non-linear congruential generator (xn) is defined by

xn+1 = f(xn), n ≥ 0,

with some initial value x0 ∈ Fp and a polynomial f(X) ∈ Fp[X ] with
2 ≤ deg(f) ≤ p − 1.

Recursive inversive generator

For a, b ∈ Fp with a �= 0 the recursive inversive congruential generator (zn)
is defined by

zn+1 = azp−2
n + b, n ≥ 0,

with some initial value z0.

Legendre sequence

The Legendre sequence (ln) of period p is the sequence over F2 defined by
ln = 1 if

(
n
p

)
= −1, i.e. n is a quadratic non-residue modulo p and ln = 0

otherwise.

Sidelnikov sequence

Let g be a primitive root modulo p. Then the Sidelnikov sequence (sn) is
the the p − 1 periodic sequence over F2 defined by sn = 1 if gn + 1 is a
quadratic non-residue modulo p and sn = 0 otherwise.

Two-prime generator

Let p and q be two distinct odd primes. Put

Q = {q, 2q, . . . , (p − 1)q}, Q0 = Q ∪ {0},
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and

P = {p, 2p, . . . , (q − 1)p}.

The pq-periodic sequence (tn) over F2, defined by

tn =




0 if (n mod pq) ∈ Q0,

1 if (n mod pq) ∈ P,(
1 −

(
n
p

)(
n
q

))
/2 otherwise,

is called the two-prime generator.

Correlation measure of order k

The correlation measure of order k of a binary sequence (sn) is introduced as

Ck(sn) = max
M,D

∣∣∣∣∣
M∑

n=1

(−1)sn+d1 · · · (−1)sn+dk

∣∣∣∣∣ , k ≥ 1,

where the maximum is taken over all D = (d1, d2, . . . , dk) with non-negative
integers d1 < d2 < · · · < dk and M such that M − 1 + dk ≤ T − 1.
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